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Disclaimer

The contents are confidential and any disclosure to persons other than the officers, employees, agents or
subcontractors of the owner or licensee of this document, without the prior written consent of Beanair GmbH,
is strictly prohibited.

Beanair makes every effort to ensure the quality of the information it makes available. Notwithstanding the
foregoing, Beanair does not make any warranty as to the information contained herein, and does not accept any
liability for any injury, loss or damage of any kind incurred by use of or reliance upon the information.

Beanair disclaims any and all responsibility for the application of the devices characterized in this document,
and notes that the application of the device must comply with the safety standards of the applicable country,
and where applicable, with the relevant wiring rules.

Beanair reserves the right to make modifications, additions and deletions to this document due to typographical
errors, inaccurate information, or improvements to programs and/or equipment at any time and without notice.

Such changes will, nevertheless be incorporated into new editions of this document.

Copyright: Transmittal, reproduction, dissemination and/or editing of this document as well as utilization of its
contents and communication thereof to others without express authorization are prohibited. Offenders will be
held liable for payment of damages. All rights are reserved.

Copyright © Beanair GmbH 2019
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1. TECHNICAL SUPPORT

For general contact, technical support, to report documentation errors and to order manuals, contact Beanair
Technical Support Center (BTSC) at:

tech-support@Beanair.com

For detailed information about where you can buy the Beanair equipment/software or for recommendations on
accessories and components visit:

www.Beanair.com

To register for product news and announcements or for product questions contact Beanair’s Technical Support
Center (BTSC).

Our aim is to make this user manual as helpful as possible. Keep us informed of your comments and suggestions

for improvements.
Beanair appreciates feedback from the users of our information.
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2. VISUAL SYMBOLS DEFINITION

Symbols Definition

Caution or Warning — Alerts the user with important information about
Beanair wireless sensor networks (WSN), if this information is not
followed, the equipment /software may fail or malfunction.

Danger - This information MUST be followed if not you may damage the
equipment permanently or bodily injury may occur.

Tip or Information — Provides advice and suggestions that may be useful
when installing Beanair Wireless Sensor Networks.
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3. ACRONYMS AND ABBREVIATIONS

Advanced Encryption Standard

Clear Channel Assessment

Carrier Sense Multiple Access/Collision Avoidance

Guaranteed Time-Slot

Kilo samples per second

Logical Link Control

Link quality indicator

Low duty cycle data acquisition

Media Access Control

Personal Area Network

Packet error rate

Radio Frequency

Secure Digital

Wireless sensor Network
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4. RELATED DOCUMENTS & VIDEOS

In addition to this User manual, please consult the related application notes, technical notes and videos:

4.1 APPLICATIONS NOTES

Document name (Click on the
weblink)

Related product Description
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4.2 TECHNICAL NOTES

Document name

(Click on the weblink) Related product Description

4.3 RELATED VIDEOS

CAII the videos are available on our YouTube channel

Beanair video link (YouTube) Related products
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http://www.wireless-iot.beanair.com/files/TN-RF-003-Aggregation-capacity-of-wireless-sensor-networks.pdf
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http://www.wireless-iot.beanair.com/files/TN-RF-002-Current-consumption-in-active-sleeping-mode.pdf
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http://youtu.be/JwyhhTII8OE
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http://youtu.be/tjjvxE4OZ9s
http://youtu.be/-havkxCUJ1I
http://youtu.be/-havkxCUJ1I
http://youtu.be/F5SuitrowcE
http://youtu.be/F5SuitrowcE
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5. DOCUMENT ORGANIZATION

BeanGateway® product

presentation Details the BeanGateway® product presentation

BeanGateway® installation

guidelines Details the installation guidelines of the BeanGateway®

Start your application

Details the BeanGateway® supervision from the BeanScape®

Maintaining and supervising

your BeanGateway® Details the BeanGateway® maintenance (for experienced user)

Troubleshooting » BeanGateway® FAQ

e Describes environnemental constraints (temperature,

Environnemental Constraints humidity, mechanical chocs, vibration...)
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6. PRODUCT PRESENTATION

v'Itis highly recommended to read all the user manual related to Beanair software &
equipment (BeanScape ©, BeanGateway®, BeanDevice ®) before getting start your
BeanGateway?®.
Use only accessories supplied by Beanair (power supply unit, and antenna). Use of other
materials may damage the BeanGateway®;
Only Beanair is qualified to make changes on the BeanGateway®;
Don’t try to remove the adhesive label on the product; it contains important information such
as the MAC address

6.1 PRODUCT OVERVIEW

FOUNDATIOMN Ethernet LAN for WSN Management

Dota RX/TX on TCP/IP Tronsport Loyer

o
ﬁanScape

WSN Supervision
Software

Wireless Sensor Networks

The BeanGateway® is used to build and manage Beanair wireless sensor networks. It can manage queues
for every network element (BeanDevice®). As a gateway, it controls the external access to the network
through a highly secured authenticated procedure. It supports the conversion of data exchanged,
compression and IP connectivity with the network thereby reducing the intelligence required in these
platforms, maintenance and therefore the associated cost.

It allows communication with the Wireless Sensors Network through IEEE 802.15.4 protocol. The

BeanGateway® provides standard protocols for a better communication with a SCADA supervision
software:

Beanair GmbH “Rethinking sensing technology” 15
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v" LAN/Ethernet
v" Modbus TCP/RS485/RS232

It provides the following features:

Design, configuration and supervision of the entire Wireless sensors network.
Data Organization from the various sensors.

Data Transmission to the BeanScape®.

Backing up wireless sensors network mapping.

Information processing continuously even during a power outage.

Data recording on Micro-SD card (option)
BeanGateway® Technical specifications

6.1.1 Common specifications

These specifications are common to all the BeanGateway® version.

6.1.1.1 Wireless sensor network coordinator

Specifications Wireless Sensor Network Coordinator

Wireless Stack IEEE 802.15.4

IEEE
802.15.4

Antenna Diversity Self-managed antenna diversity function
Data rate 250 Kbits/s

RF Characteristics ISM 2.4GHz — 16 Channels

RF Transmit power 18 dBm

WSN Topology Peer-to-peer/ Star

Receiver sensitivity -95,5 dBm to -101 dBm

Encryption AES 128 bits (integrated AES coprocessor)

Maximum Radio Range 1km (L.O.S.)

- Energy Scan for choosing a suitable RF Channel
- BeanDevice® PER (Packet Error Rate) calculation

WSN Diagnostic tool - LAl (Link Quality Indicator) between the BeanGateway® GSM/GPRS and
the BeanDevice®

- RF channels Blacklist

6.1.1.2 Ethernet/LAN Network

Specifications Ethernet/LAN Network

Network/Transport Protocol Client TCP/IP, UDP, DNS, DHCP
Data Link Protocol Ethernet / Fast-Ethernet with auto-uplink (MDI/MDI-X auto) - IEEE 802.3x
IP Addressing Dynamic (DHCP) or static

LAN parameters (DNS, DHCP, Keep Alive...) are configurable from the

fconlieSiation BeanScape® ( RS232 Interface or UDP/Ethernet Interface).

Beanair GmbH “Rethinking sensing technology” 16




BeanGateway® user Manual 2.4GHz wireless sensors

6.1.1.3 Power supply

Specifications Power Supply

Power Consumption 250 mA to 300 mA during wireless RX/TX and Ethernet activated

+9V to +28 V, integrated Lithium-lon battery charger with high-precision
battery monitoring

Lithium-lon rechargeable battery 950 mAh (reference BAT0.95DMG)

Integrated Lithium-lon Battery In case of external power supply failure, the BeanGateway® can switch on
the internal battery.

External power supply

6.1.1.4 Embedded file system on Micro-SD® -Options

Specifications Option(s)

All the User data are stored on an external memory (Micro-SD®
technology):

Embedded File System on - Measurement storage for Wireless Sensor Network (network
Micro-SD® configuration, measurement, alarms notifications ...) ;

- Maximum storage capacity (2Go)

- CSV files management (for exporting data on Excel® and Access®)

Beanair GmbH “Rethinking sensing technology” 17
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6.2 CASING DESCRIPTION

The BeanGateway® casing comes in two versions:

Indoor Version Outdoor version

Enclosure
\‘B’eanl\\r

v' Remote sites (wind, water pipe, gas,
v" Indoor application only, the mountains ...)
Applications

product is not waterproof v" Wireless Sensor Networks deployment in
outdoor over long distances.

Beanair GmbH “Rethinking sensing technology” 18
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6.2.1 BeanGateway® Indoor Version

Click on the following web link to see the video: BeanGateway® — Ethernet Indoor version presentation

The BeanGateway® indoor has many buttons and connectors, let's see their meaning with illustrations

Front View

L. 2.4GHz antenna
WSN activity Led

CNC/ Network push button (Restore
factory settings)

LAN activity Led

ModBus activity Led

Micro-SD Slot

\.B’eanAir

Figure 1: BeanGateway® Indoor version Front view

Beanair GmbH “Rethinking sensing technology” 19
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| BeanGaiewayBuserManual __________________________ 24GHzwiclesssensors

5dBi Omni Antenna

Power supply DC 8-28 Volts

OFF (left side)/ON (Right Side) switch

RJ45 shielded & Auto-MDIX socket
for LAN network

SUBD9/RS232 Connector

I_RS485/ Modbus (Option)

CERS

Made n Germony
Rofi Lead Free

K 1 \ ;S

WSN Power Supply - ¢ ; RS485 / ModBus
Antenna 8-28 VDE

Figure 2: BeanGateway® Indoor version Rear view

Beanair GmbH “Rethinking sensing technology” 20
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6.2.2 BeanGateway® Outdoor version

@ Click on the following web link to see the video: BeanGateway® - Ethernet Outdoor version introduction

“Network” Push Button — push and maintain LAN network activity LED
this push button more than 10s to restore

factory IP settings Wireless sensor networks LED

ON/OFF “Latching” Push Button

@B Alr

—

= outdoor,
‘Z‘?g anGate way

/Verwark

Figure 3: BeanGateway® Outdoor version Front view

Beanair GmbH “Rethinking sensing technology” 21
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Network push button “Network” push button will only restore the factory IP settings.

It will not:

e Delete BeanDevice® profiles managed by the BeanGateway®
e Restore RF parameters (Authorized RF channels, RF Channel,
PAN ID)

Hold this button more than 10 seconds, factory IP settings are restored
when WSN activity Led starts to blink in red color.

LAN network activity Led This bi-color GREEN / RED Led represents the LAN activity

WSN activity Led This bi-color GREEN / RED Led represents the WSN activity

ON/OFF Button Allows to power up/power off the BeanGateway®

Rear view

RJ45 connector integrated in a cable gland
(IP67 Weatherproof)

M8-3Pins power supply socket (DC 8-28 Volts)
‘ RS485 (ModBus RS485 option only)

\
\

N-Type RF Socket

Figure 4: BeanGateway® Outdoor version Rear view
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To ensure an excellent seal of the BeanGateway® casing, please make sure that the following
conditions are met:

v’ During transportation, cable connections and locknuts could loosen, make sure they are tight

v’ Do not overtighten or exert force on your RJ45 cable or power cable

v’ If the external power supply is not used, make sure the power supply cap is present on the M8
socket;

v" Make sure that all the N-Type antennas are tightly screwed;

v~ The external switch-mode power supply is not watertight;

The BeanGateway® outdoor is delivered with a 2-meters length LAN/RJ45 cable. If the cable
length is not enough for your application, use a RJ45 coupler (not provided with our material).

6.2.3 Led Description

LAN Network activity LED with GSM/GPRS Activity
Datalogging on Micro-SD® LED
activated

WSN Activity

LED Results / Impact

LED is fixed red and turn off by an The BeanGateway? is initialized and
interval of 15s and then turns LED is flashing green set up the mapping of its wireless
back network sensors

BeanGateway® LED is flashing
Power ON green

LED is fixed green and it turn off
by an interval of 15s and then LED is flashing green
turns back

The coordinator is initialized (same
action as above)

Press the RESET LED is flashing
button green

Memorization, organization and data
fixed green LED is flashing green transmission to the network
supervisor control monitor

Data’s reception
from wireless
sensor network

LED is flashing
green

Reception of
configuration
information
from the
BeanScape®

DataLo.gglng 3 LED is fIaShing RED

LED is flashing . . . Transmission of configuration
e fixed green LED is flashing green information to the WSN

Beanair GmbH “Rethinking sensing technology” 23
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6.3 ANTENNA SPECIFICATIONS

6.3.1 2.4 GHz - Indoor Antenna

Figure 5: Indoor antenna

RF antenna specifications

Power Gain 5.5 dBi

V.S.W.R. <2.0

Connector type RP-SMA (female)

Impedance 50 Ohm
Polarization Vertical

Dimensions (Length & 200 x 14
Diameter in mm)

Beanair GmbH “Rethinking sensing technology”
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6.3.1 2.4 GHz - Outdoor Antenna

E-Plane Filed Patterns

H-Plane Filed Patterns

Figure 6: Outdoor Antenna

RF antenna specifications

Power Gain 5.5 dBi

V.S.W.R. <2.0

Connector type N-Type male

Impedance 50 Ohm

Resistance to wind 180 mph

Sealing IP67
Polarization Vertical

Dimensions (Length & Diameter 95 x 19
in mm)
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6.4 INTEGRATED UPS (UNINTERUPTIBLE POWER SUPPLY)

The BeanGateway® operates with an external power supply (DC 8-28V). An integrated rechargeable
battery with a capacity of 950mAh is used as an UPS battery (uninterruptible power supply). The internal
battery provides instantaneous protection from external power supply interruptions, the wireless sensor
network activity & Ethernet LAN activity are maintained during this time (3h00 to 3h30 approximately).
The BeanGateway® starts emitting a beep sound every 2 seconds. The beep sound will stop when the
external power supply is restored.

External The BeanGateway® switches
Power supply automatically on its internal
fails down battery

WSN Supervision Software

Precautions:

v' Do not try to change the internal battery. You will void the warranty of your BeanGateway®.

v Use the power supply wall plug-in provided by Beanair®.

Beep sound is only available on the BeanGateway ® Indoor version
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7. SERIAL LINE SPECIFICATIONS (RS232/RS485) FOR MODBUS
COMMUNICATION

7.1 RS232 LINE (BEANGATEWAY® INDOOR ONLY)

7.1.1 Technical features

RS232 is only available on the BeanGateway® Indoor, this feature is not available on the
BeanGateway® Outdoor

Features Description

Baud Rate Default Value: 19,2 Kbps

Minimum value: TBD

Maximum value: 115,2 Kbps

Configurable from the BeanScape® software

Connector SUBD9

Percent error between | 0% - between 50Hz and 4800 bauds

:’:ts;’ ed and actual baud | ;¢ ot ween 7200Hz and 115,2 Kbauds

ESD Protection +15kV

7.1.2 Wiring code

Figure 7: Serial line wiring code (RS232/RS485)
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Features Description

PIN 1 Not used

PIN 2 RX Data (DTE), TX Data (DCE)

PIN 3 TX Data (DTE), RX Data (DCE)

PIN 4 Not used

PIN 5 Signal ground

PIN 6 Not used

PIN 7 Not used

PIN 8 Not used

PIN 9 Not used

RTS and CTS signals are not used
Each TXD must be wired with RXD of the other device
RTS may be wired with CTS of the other device,

DTR may be wired with DSR of the other device.

7.2 RSA485 LINE

7.2.1 Technical features

Features Description

Data Rate Default Value: 19,2 Kbps

Minimum value: 9,6 kbps

Maximum value: 115,2 Kbps

Configurable from the BeanScape® Manager or Modbus Command

Baud Rate accuracy | 1% in transmission situation

Accept 2% in reception situation

Connector type BeanGateway® Indoor | RJ45
BeanGateway® Outdoor | M12 — 4 Pins (Waterproof IP67)

Switchable 120 Ohm termination resistor
Termination

ESD Protection +15kV
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7.2.2 Switchable termination

Proper cable termination is very important for good signal fidelity. If the cable is not terminated with its
characteristic impedance, reflections will result in distorted waveforms.

The RS485 Bus on the BeanGateway® integrates a switchable termination resistor on the receiver input
pins. This provides the advantage of being able to easily change, through logic control, the line
termination for optimal performance when configuring your ModBus network.

7.2.3 RJ45 Wiring code (BeanGateway® Indoor version)

12345678

Pin Number ‘ Wire color Function

PIN1 Orange/White Data-

PIN2 Orange Data+

PIN3 Green/White Not used
PIN4 Blue Not used
PIN5 Blue/White Not used
PING6 Green Not used

87654321

PIN7 Brown/White Not used

PINS Brown Ground

7.2.4 M12-4 Pins Plug Wiring code (BeanGateway® Outdoor version)

A M12 Plug is provided with your BeanGateway® outdoor (if RS485 option is selected), Pin assignation follows M12
standard.

Pin Function Label name displayed | Description
Number

PIN1 D- Rx Data -

PIN2 D+ Tx Data +

PIN3 Gnd Electrical Ground

PIN4 Not connected A, N.A.
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Wiring Code - M12-4Pins Plug View

—

External view

PIN2 : D+

i -
.
I
|
i =
PIN3 : Gnd PIN4 : N.C.

| M12-4pins plug (A Coding) |

Wiring Code - M12-4Pins « Socket » View

PIN2 : D+

PIN4 : N.C. PINS - Gnd
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8. BEANGATEWAY® INSTALLATION GUIDELINES

8.1 HOW TO INSTALL THE BEANGATEWAY®

8.1.1 Wall mounting

For a better wireless link, we recommend mounting the BeanGateway® on a wall/mast above 2-3meters
from the ground.

If your WSN is deployed on the same floor, the RF antenna should be mounted vertically.

Dipole antenna

Radiation pattern

Figure 8: A BeanGateway® indoor mounted on a wall

If your WSN is deployed on the same floor, a horizontal position of the antenna will decrease the RF signal.
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Figure 9: A BeanGateway® indoor mounted on a wall

OFor further information about WSN deployment guideline, Read the following technical note:
TN_RF_009 — « BeanGateway® management on LAN infrastructure »

8.1.2 Desktop installation

The BeanGateway® indoor version can also be installed on your desktop, the RF Antenna should be
mounted vertically.

Figure 10: A BeanGateway® indoor installed on a desktop
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If your WSN is deployed on the same floor, a horizontal position of the antenna will decrease the RF signal.

Figure 11: A BeanGateway® indoor installed on a desktop

8.1.3 Wall mounting kit for the BeanGateway® outdoor

8.1.3.1 Die cast external mounting brackets

The BeanGateway® outdoor is provided with die cast external mounting brackets (4 x brackets and 4 x
M5 attaching screws)

External mounting brackets enable the BeanGateway® outdoor to be wall or panel mounted without
opening the box.

Mounting
Holes

Figure 12: Wall monitoring kit
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8.1.4 Mounting brackets design

=1
1

=
1

T
[Er=——Ad—7

Figure 13: Mounting brackets design

8.1.5 Plug the 2.4GHz antenna

v The BeanScape® provides a Wireless Network Diagnostic tool (Real-Time PER & LQI

estimation, Energy Scan on RF Channels) allowing the user to evaluate the RF Link between the
BeanDevice® and the BeanGateway®.

The antenna socket used on the BeanGateway® (indoor) is a RPSMA (Reverse polarity SMA) type, this type
of antenna is a standard for indoor application.

Plug your RF antenna on the antenna socket of your BeanGateway® (clockwise). Do not force on the
connectors.
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Antenna socket (RPSMA)

Figure 14: Antenna socket (RPSMA)

Don’t try to plug another type of antenna on your Beangateway® you will damage the
connectors.
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8.1.5.1 BeanGateway® outdoor version

Q Click on the following web link to see the video: BeanGateway® - Ethernet Outdoor version
introduction

The antenna socket used on the BeanGateway® is a N-Type antenna, this type of antenna is a standard
for outdoor application.

Plug your RF antenna on the antenna socket of your BeanGateway® (clockwise). Do not force on the
connectors.

Antenna

Figure 15: N-Type antenna Outdoor version

Don’t try to plug another type of antenna on your Beangateway®, you will damage the connectors.

8.2 POWER SUPPLY SOCKET WIRING

The BeanGateway® operates with an external power supply (DC 8-28V). An integrated rechargeable battery with
a capacity of 950mAh is used as an UPS battery (uninterruptible power supply). The internal battery provides
instantaneous protection from external power supply interruptions, the wireless sensor network activity &
Ethernet LAN activity are maintained during this time (3h00 to 3h30 approximately).

If you use another type of DC power supply, you will damage your BeanGateway®:

v~ If you inverse the power supply polarity;

v~ If the maximum supply voltage value is exceeded (28V);
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8.2.1 BeanGateway® outdoor - power supply

The BeanGateway® Outdoor integrates a M8-3P socket. The AC-DC power supply adapter is provided with a M8-3P
plug.

External power supply wiring code
(BeanGateway® casing side)

2 : Not used

Legend : M8 - 3 pins socket

Pin3 - Pwr+ : Power supply 8-28V DC
Pin2 - Gnd : Ground

External power supply wiring code

(M8 Plug Side)

M8-3Pins plug |

2 : Not used

-
|
Legend : =

Pin3 - Pwr+ : Power supply 8-28V DC
Pinl - Gnd : Ground
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If you are using a molded M8 cable (Ref: CBL-M8-2M, CBL-M8-5M, CBL-M8-10M) the wiring code and color will be
as follow:

Pin Number Description Color code

Pwr+ : Power supply 8-28VDC ‘ Blue

Ground Brown

Reversing the power supply polarity may damage your BeanDevice®/BeanGateway® product

8.2.2 BeanGateway® indoor power supply

It's highly recommended to use your BeanGateway® with the DC power supply adapter provided with the
BeanGateway®.

If it's needed to power supply the BeanGateway® with another type of DC power supply, the user must refer to the
polarity:
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Jack connector 2,1mm (Int) / 5.1 mm (ext)

Figure 16 : External power supply - BeanGateway Indoor
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9. START YOUR APPLICATION

9.1 CONNECT YOUR BEANGATEWAY® TO YOUR PC/LAPTOP

eFor further information about LAN Network configuration:

e Read the following technical note: TN_RF_009 — « BeanGateway® management on LAN
infrastructure »

° C Click on the following web link to see the video: BeanGateway® Ethernet/LAN
Configuration, directly connected to the Laptop/PC

BeanScape® BeanGateway®
ona PC

To view the entire wireless sensor network from your BeanScape® you must firstly connect your
Beangateway® to a PC where the BeanScape® is already installed. Connection is established through an
Ethernet cable.

Make sure:
v Ethernet cable is connected to both your PC and BeanGateway®
v' BeanGateway® is powered and in "ON" position.
v' BeanScape® is installed on your PC

v' No antivirus/firewall is blocking the Network activity between the BeanGateway® and the
BeanScape®
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eFor further information on how to install the BeanScape®, please read the BeanScape® User
Manual.

9.2 LAN CONFIGURATION ON YOUR PC

Using windows 10, we will configure the network connection on your computer/workstation.

If you are running other distribution of Windows (Windows Vista or 7), you can easily go to the control Panel, select
Network and Sharing Center then select the option Change adapter settings.

To configure the network on your computer/workstation:

v Click on Start or use the Quick search input

&= File Explorer

Figure 17: Start Menu (Windows 10)

v' Go to Settings =

&

Metwork & Internet
v" Select Network and Internet  WWi-FL @irplane mode, VPN

e nome I“e

=

l Find a setting

Network & Internet

Status

z Wi-Fi

Ethernet

Dial-
v' Select Ethernet e
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v Select Change adapter options

Related settings

Change adapter options

Change advanced sharing options
Network and Sharing Center
HomeGroup

Windows Firewall

Figure 18: Change adapter options

v" A new window appears displaying your Ethernet card, Right click on it and select Properties

'W(mhom
T F  Network Connects v &
Organize = Drisbie they networt devwce Dragnote the connechon

Ethernet - Ethernet |
Network, Shared rudert # ed netacrh
'@‘ Intel(R) Ethernet Connﬁ-dinn-ﬂﬂ—“——-d - e 8y ey -
Disable

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties

R~
|
. ey ! term relected

Figure 19: Ethernet adapter Properties option
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v' From the new window Double-click on the option Internet Protocol Version 4 (TCP/IPv4)

U Ethernet Properties X

Networking

Connect using:
3 Intel(R) PRO/1000 MT Network Connection

This connection uses the following tems:

Client for Microsoft Networks

File and Printer Sharing for Microsoft Networks

QoS Packet Scheduler

(RN Intemet Protocol Varsion 4 (TCP/1Pv4)

«4. Link-Layer Topology Discovery Mapper /O Driver
[J -4 Microsoft Network Adapter Multiplexor Protocol

«4. Microsoft LLDP Protocol Driver

< >

| sal. | [ Unnssl | | Propeties |
Description

wide area network protocol that provides communication
across diverse interconnected networks.

|| Cancel

Figure 20: Ethernet configuration window

v" On the new window, activate the option Use the following IP addresse, to give your computer a static IP
address.

Internet Protocol Version 4 {TCF/IPvd) Properties
General Alternate Configuration

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically

(C) Use the following IP address:

IP address [

Default gateway: [

(®) Obtain DNS server address automatically
{C) Use the following DNS server addresses:

Preferred DNS server: |

Alternate DS server: |

Validate settings upon exit

[ ][ conce

Figure 21: IP (TCP/IPv4) window

Beanair GmbH “Rethinking sensing technology” X]




BeanGateway® user Manual 2.4GHz wireless sensors

v' We will use a basic setting:
IP address: 192.168.4.2

Subnet mask: 255.255.255.0
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
{®) Use the following IP address:

IP address: | 192 .168 . 1 .145 |

Subnet mask: | 255 .255 .255 . 0 |

Default gateway: | 192,168 . 1 . 1 |

Obtain DNS server address automatically

(@) Uze the following DNS server addresses:

Preferred DMS server:

Alternate DMS server:

[ ] validate settings upen exit

Figure 22: IP settings

v" Click “OK” to confirm.

v Your computer is now connected to your wireless sensor networks. In order to facilitate these
exchanges, you must give commands from BeanScape®.

eFor this example, the BeanGateway® IP address is set as 192.168.4.123 with the DHCP
disabled. The BeanGateway® is considered as a client by the BeanScape® (server) having the IP address
by default set to 192.168.4.2.

eMake sure that no antivirus/firewall is blocking the Network activity between the BeanGateway®
and the BeanScape®
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9.3 CONNECTING YOUR BEANGATEWAY® TO YOUR BEANSCAPE®

C Click on the following web link to see the video: BeanGateway® Ethernet/LAN Configuration, directly
connected to the Laptop/PC

Please check your Network settings before you make any changes.

By default, the BeanGateway® is configured with a static IP address: 192.168.4.123. This allows the user to quickly
connect the BeanGateway® to a PC.

If you want to set the BeanGateway® IP on your business network and get a dynamic IP address (via DHCP), you can
configure the BeanGateway® via a serial port or via the Ethernet.

Go on your BeanGateway® profile and click on Tools, then click on “BeanGateway® Ethernet/LAN config”.

Beanscape 2.4GHz
- Pe 24GH: o

File  Server m Off.Data Analysis  Help
E Bean5cape® configuration
Alarm Window
BeanGateway Ethernet/LAN Config.
Export/Import user settings

Lag File Reader
Alarm Management
SMTP Client

Offline graph

Date conversion

@
o

OPC Management

Figure 23: BeanGateway® Ethernet config option

Beanair GmbH “Rethinking sensing technology”



http://youtu.be/-havkxCUJ1I
http://youtu.be/-havkxCUJ1I

BeanGateway® user Manual 2.4GHz wireless sensors

A new window will open “BeanGateway® Ethernet/LAN configuration”

Select the IP address of Localize the entire device

Enable Keep alive
your PC connected to connected on the LAN router configuration

your BeanGateway® \ f »

& ReanGateway Ethernet/LAN configuration X

Enable DHCP (If the Configuration port selection
] Ethernet config
BeanGateway® IP is Locali
ocalize

allocated dynamically) empys Keep alive
m .
Timeout

. . ms
IP Address (ifa statl\ - . (ms)
onfigurations
IP is allocated to your i : /
y . Tep/IP configuration KeepAlive App C; Interval

]

BeanGateway® ) \ [[] DHCP Enabled (] Enabled / /
BeanGateway Tcp/IP Timeout (ms) : 15000 (m S)
\ IP address : f———_l RN s / KEEP Alive
Subnet network mask o Sub network mask : Max. retry ntr. - (7 ~[® MaxRetry

Default gateway IP : [j‘ .
Default Gateway IP ¢— Valldal\

} DNS Enabled DNS IP Auto Configuration via Ethernet (UDP)
DNS

DNS Enabled / Enabled \
(if the case is IPaddress: — .. UDP port: 53130

checked)

BeanScape Validate Click on Validate
BeanScape®/ PC Socket Port Port: (5313 | to validate your

IPaddress: . configuration

Domain name :

BeanScape® /PC IP Address ¢—

Click on Validate to validate

*-—

your configuration

T

Figure 24: BeanGateway® Ethernet/LAN configuration window on BeanScape®

DHCP Enabled: Check this case if you want to enable the DHCP. For further information about DHCP read
the Technical Note “BeanGateway® management on your Local Area Network infrastructure”.

If DHCP is not activated, the user must configure the BeanGateway® IP parameters:

o IP Address: BeanGateway IP Address. The BeanGateway® IP address should have the following
form: “X.Y.Z.B“. With A, B, X, Y and Z numbers between 0 and 255

o Subnet Network mask: The subnet mask is set to "255.255.255.0" by default
o Gateway IP Address: Subnet network mask

DNS Enabled: Check this case if you want to enable the DNS. For further information about DNS read the
Technical Note “BeanGateway® management on your Local Area Network infrastructure”.

The gateway IP address subnet is the default "X.Y.Z.1"

Port: By default the communication port used is “5313". This port is generally free, if not choose another
Socket Port.

eFor further information, please read the following technical note— TN_RF_009 — « BeanGateway®
management on LAN infrastructure »
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9.4 START THE BEANSCAPE®

B To Start the server go to the Server option on the main menu bar and select Start Server or easily click
directly on the Start button ¥4 on the menu bar.

Server | Tools Off.Data Analysis Help '.]
l Stiat Serrer lm lﬁ.’! Beanscape 2.4GHz - i
File Server Tools Off.Data Analysis

I Y

Server Window

Start i

Figure 25: Start Server

The BeanScape® server starts and creates the BeanDevice® mapping based.

BeanScape
File Server Tools Off.Data Analysis  BeanSensor  Help
H @ DL®LD

~ - MAC_ID : O0x 00158D00000E0277

— Semo‘rmﬂe Custom display Motes  Alarms Config DAQ Calib. Uniploar  Log config. DAQ Calib. Bipalar

General information

Thresholds Ratio : |1 | Offset : ‘0 |

Type
Ref :

High Level Alamm Unit: [mV | Twe: [SENSOR_TYPE |
High Level Alert
Label : Low Level Alert

— Low Leve Aam LE—

Mesurement data
State :

Ref: [SENSOR_REF |  Label: |[ChmV_0 |

(]
: E:‘; HR Filter b 4 : :
MAC_ID : 0 00158D00000EQA3T Graph Measure Mode

o PNG| |Copy to Clipboard
W Ch_Y

MAC_ID : 0x 00158D00000E048C
10.0000

9.0000
MAC_ID : 0x 00158D00000EQ480 Measure 0 mV

W Ch_Temp_0
MAC_ID : 0x 00158D00000ED4AS

PAN_ID : 0 x 3900
(00 Jul 29 00:00 Jul 30

Tume

Server status : Started

Figure 26: Overview: BeanScape®
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9.5 BEANGATEWAY® PROFILE

Click on a BeanGateway® network coordinator located on the lower left window.

The BeanGateway?® is identified by its PAN ID.

2 Beanscape 24GHz
File Sever Tools OffDataAnalysis BeanGateway Help
H & L IEX )
1D - 0x 00158D00000E0BES

D : 0x 00158D00000AES60 .
D : 0x 00158D00000EOF47 Radio Configuration

D : 0x 00158D00000E03EB .
D - 0x 00158D00000EQ156 Radio channe!: N

DIt , ' e

Power Supply Diagnostic
Temperature ‘c
power suppy . (RSN
power ose NN )
Battery Votage ) v
satery v N OO0
|
Customdsplay Notes Radio Corfig. System Corfig. Modue logger Modbus Mulicasting  Upload BeanDevice profile
Tvoe: [SITE_TYPE.
[siTe_ReF ]
Label: [PAN_ID 0x 3599 ]

PAN_ID : 0x 3911
PAN ID : 0x 3999

‘Component List

fowl Faml

PAN_ID : 0x 3911

Figure 27: BeanGateway® coordinator on BeanScape®

v This will be the BeanGateway® Profile window:

2 Beanscape 2.4GHz ® .
File Sever Took OffDataAnalysic BeanGateway Help BeanGateway® profile status recorded on the BeanScape
= =] [y )

- MAC_ID : 0x 00158D00000EQBES \BeanGateway profile rd
&~ MAC_ID : 0x 00158D00000AES60 :
£~ MAC_ID : 0x 00158D00000EQF47 Identity Radio Configuration

0x 00158D00000EQ3EB Macld: ’ 5
0x 00158D00000ED156 i Radio channe! : |

an .
R — vseare

Net Id:

Label :

Version Power Supply Diagnostic

Hard.vers.: & " Temperature : j} e System )
Soft. vers. : | Power supply : *! Diagnostic cycle : '_] ot mmm 55
Power moce R () —
Additional Module ] Beep sound funct : x_}
E— 0 TE— -
Module: | Battery level (SRR DOO0D Network Status : JEnabied |
Softvers.: NN  Dissoote fositi018 12:17:35 |

[Custom display  Notes Radio Config. System Config. Module logger Modbus Multicasting Upload BeanDevice profile
__Sort | Twoe: [SITE_TYPE
s
PAN ID : 0x 3911 Ref [siTE_REF
Label: [PAN_ID : 0x 3999

BeanGateway® profile configuration parameters

Figure 28: BeanGateway® profile
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The BeanGateway® profile is divided into two frames:

v Profile status
v Profile configuration parameters

9.5.1 Status description

BeanGateway profile é

Identity Radio Configuration
Macld:

Radio channel : @
Used i I

Panlid:
Net. Id :
Label :

Version Power Supply Diagnostic G

Hard. vers. remperature - R - S G
Soft. vers. : Power supply : _

Diagnostic cycle : ddd hh.mm:ss
Power mode O
Additional Module Beep sound funct. :
Battery Voltage v

Module : Battery level : [:] Network Status :

Figure 29: BeanGateway® Profile Frames

This frame displays all the ID allocated to the BeanGateway®:

e MAC Address (encoded on 64-bits): MAC Address (encoded on 64-bits): The Media Access
Control address is a unique identifier assigned to the BeanDevice® by the manufacturer for
identification.

PAN Address (encoded on 16-bits): Personal Area Network address.

Network Address on 16-bits: This address is allocated by the BeanGateway® when you start
the network.

Label: By default the MAC address is registered as a Label. This label can be changed by the
user.

Radio configuration:

e TX power: Displays Radio TX Power in dBm (antenna power is not included)
e Radio channel: used (Radio Channel between 11 and 26)

e Used Radio Channels: Authorized RF Channels are displayed here;

This frame displays the BeanGateway® version:

e Hardware version: BeanGateway® hardware version

e Software version: BeanGateway® software version

Additional module frame:
e Module: Additional module information (BeanGateway® type)

e Soft. version: Software version of the additional module
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Power Supply Diagnostic frame:

e Temperature: Internal temperature of the BeanDevice® with a resolution of 0,125°C
e Power supply Status: Main or Battery
e Power mode: active / sleep / down

Battery voltage: Battery voltage in Volts

Battery level: Battery charge level, 0 to 100% with a resolution of 0, 01%
Diag Date: Displays the last diagnostic date

Diagnostic Cycle: Displays diagnostic cycle in seconds (battery charge status, internal
temperature, LQ|, PER...).
Beep sound funct.: Displays buzzer status

Network Status.: Displays network status

9.5.2 User-configurable parameters

2 Beanscape 2.4GHz
File Server Tools Off.Data Analysis BeanGateway Help

e iaad

@~ _ID : 0x 00158D00000EOBES
® D : 0x 00158D00000AES60

ID : 0x 00158D00000EQF47 Radio Configuration
ID : 0x 00158D00000EO3EB

1D : 0x 00158D00000E0156 ) Radio channe!: | ESIN
T Emt | e

M
M
M
M
M,
M

IAC.
IAC,
IAC,
IAC,
IAC,
IAC,

Power Supply Diagnostic

.
Temperature : 4 c o

power suppy - | ENREN S
—~ Diagnostic cycle :
power moce N ()
Additional Module _»‘ Beep sound funct :
Module N ™ 5 0 ’
ule : >
= 3 N Battery level : - Network Status :
BeanGateway® configuration parameters st

Sof vers. oecose  TNENEREN
" || Customdisplay Notes Radio Config. System Config. Module logger Modbus Mulicasting Upload BeanDevice profile
Tvoe: |STTETTTE |

Ref [siTe_ReF ]

Label: [PAN_ID: 0x 3995 ]

I‘Customdisplay Notes Radio Config. System Config. Module logger Modbus Mutticasting Upload BeanDevice profile
]

EIE]

Sa

Figure 30: BeanGateway® User-configurable parameter tabs
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Frame Description

Custom Display Customize the BeanGateway® label
Notes This tab contains the notes related to the BeanGateway®.
Radio Config. Radio parameters configuration (RF channels, Energy Scan, PAN ID....)

System config. System configuration (Diagnostic cycle, Nwk deletion, Post system clock...)

Module logger Module status ( Logger)
Modbus This tab allows to configure Mdbus setting (if available on the BeanGateway®)
Multicasting This tab allows to configure Multicasting

Upload BeanDevice profile | Allows to update BeanDevice® via uploading the suitable file
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9.5.2.1 Custom Display

Tvoe: |SITE_TYPE

Reference: |SITE_REF
Label: |PAN_ID : 0x 3339

Figure 31: Custom dispaly tab

Parameter Description

9.5.2.2 Notes

This area contains the notes related to the BeanGateway®. To edit this field, enter data to save and click on
"Validate".

Custom display MNotes  Radio Config.  System Config.  Module logger Modbus  Mutticasting  Upload BeanDevice profile
Used to do tests

Comment configuration

o Modification done successfully.

Figure 32: Tab: Notes
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9.5.2.3 Radio Configuration

Custom display MNotes Radio Corfig.  System Corfig. Module logger  Modbus  Mutticasting  Upload BeanDevice profile

Panld Configuration
Mew Pan Id (Hex ) - (3355 Validate

Radio Channel Configuration
Channel list : Ch_Aute

Scan duration : < selection >

Wireless Sensor Network diagnostic tool

Enerav Scan: =selection>

Authorized RF Channels configuration

11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
N I I A N A W A W

Validate

Figure 33: Radio Config tab

Setting Description Watch the short
technical Video
(Click on the Icon)

PAN ID Select a PAN ID value between 0 to 3FFE. If you select a

Configuration value > 3FFF, the value will not be assigned. Enter a

value without “Ox”. Example: 03AB, 3DC2.

Panld Configuration

New Pan Id (Hex ) - |1x3959 :

In the case if you have several networks

In the case if you have several WSN connected
to your BeanScape®

Radio List of channels on which the component can be set. The
Channel maximum number of RF channels is 16. The user can select
configuration a RF channel manually or automatically. Blacklisted RF

channels will not appear in this list. Automatic RF

« Ch_Auto» is an automatic detection of the most effective| channel selection
channel between channel 11 and channel 26.
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To change this area, select a value from the list and click
the “Validate” button to save the base area.

If an autornatlc det.ectlon is selected, the user can select Manual RF Channel
the scanning duration on each channel.

selection

elt is strongly recommended to select Automatic
channel selection if you have few information about
radio activities on your site.

Wireless The Energy Scan allows the user to know the network

Sensor quality on each Radio channel. This operation allows the

Network user to choose the appropriate RF channel on a site

diagnostic where the WSN is deployed. This value can vary between

tool 0 (excellent) and 255 (poor). You can configure the
scanning time means of each radio channel, by selecting
the tab the scan time in ms and confirm it by pressing the
“validate” button. A new energy scan is performed by
clicking on the “Validate” button.

& EnergyScan Graph

Energy scan :
Date :11/21/2015 12:45:19 PM,Durée :998.4ms, Panld :38FE, Macld :00158D00000E07A8

Authorized Select the RF channels which must be used. The RF channels
channel which are not selected are blacklisted from the energy scan
selection process & automatic RF channel selection.
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Select RF channels with the least detected activity.

260

240

Energy Detect

-70 -60 -50
Power [dBm]

Figure 34 : Conversion table - Energy Scan power in dBm
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9.5.2.4 System Configuration

Custom display MNotes Radio Corfig.  System Corfia.  Module logger  Modbus  Mutticasting  Upload BeanDevice profile

Diagnostic cycle configuration

Diaanostic cvcle : |:| 5

Profile Erazement / Back to default config.

Metwork orofile deletion :  Beandevices -

Beep sound configuration
Beep sound :

Delete Device

Figure 35: System Config. tab

Setting Description Watch the short
technical Video
(Click on the Icon)

Diagnostic cycle You can set the BeanGateway® diagnostic cycle
(Battery status).

Profile erasing/ This field is used for BeanDevice® profile erasing or

Back to default/ factor settings restoration.

Network button
Network profile deletion: BeanDevice® profiles are
deleted from the BeanGateway® Database & RF
parameters are restored to the factory settings (TX
power, Authorized RF channels, RF Channel).

Full: BeanDevice® profiles are deleted & RF
parameters are restored to the factory settings (TX
power, Authorized RF channels, RF Channel) &
LAN/Ethernet parameters are restored to the factory
settings

Click on Delete

Network enable/disable: You can enable and disable
the “Network” button on your BeanGateway from
BeanScape with “Nwk disable/enable”. This function
is useful when you want to eliminate the risk of
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losing your BeanDevices profiles by accidentally
pushing the Network button on the BeanGateway.

Beep sound Only available on the BeanGateway Indoor
configuration Configure the Buzzer alarm:
Disabled: Buzzer is disabled
Battery alarm event: The BeanGateway® emits a
beep sound every 2 seconds if the external power
supply is disconnected
Localize: A beep sound allows to localize your
BeanGateway®

Delete Device Remove a BeanDevice® from your network

You can use “Delete Device” function in order to
remove a BeanDevice from the list.

9.5.2.5 Upload BeanDevice profile

Custom display Motes Radio Corfig.  System Config.  Module logger  Modbus — Mutticasting  Upload BeanDevice profile

BeanDevice

Networkld [ |

MAC Id | [N

Q Browse b Validate ,;j" Clear

Drag and drop files here

Figure 36: Upload BeanDevice profile tab
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The module above is used for connecting another BeanDevice operating on a different BeanGateway to this
BeanGateway.

This function is useful if you've lost connection with a BeanGateway and need to connect the BeanDevices to a

different one without performing a Network operation on the BeanDevices (let’'s suppose that access to
BeanDevices is not easy).

To upload the cartography of the BeanDevice on a different BeanGateway, please follow the instructions below:

Put the PAN ID of your previous BeanGateway
Select the Radio Channel of your previous BeanGateway
Write down the Network ID and MAC ID of your BeanDevice

If your BeanDevice requires restart, you can use the restart button from BeanScape in System config.

PAN ID
Radio Channel

") e=

If the BeanDevice is not easily
T ionis I accessible !
.e onneclion Is/ost No need to perform a Network
with the BeanGateway operation
Upload Cartography !

MACID
NET ID

This function is assimilated to a BeanGateway cloning operation in order to make the BeanDevice believe that the
second BeanGateway is the first one.

See “Export & Import BeanDevice Profile” Youtube video
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9.6 LOG FILE ORGANIZATION

9.6.1 Log file system overview

0 0w file oraanisati
D, ® og file organization
' eanscape v' 1 Log file for Wireless

— . Network Diagnostic

v’ 1 Log file for GPS coordinates
(BeanGateway GPS only)

v’ 1system Log File

Log file updates

3
"B%anScape@’

Figure 37 : Log file system overview

9.6.2 Log file directory

By default the Log file directory is: C:\log_beanscape

Click on the tab Tools then Options to configure advanced settings in BeanScape ®:
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‘e Beanscape 24GHz
File  Server ml Off.Data Analysis  BeanGateway Help
| BeanScape® configuration
Alarm Window
BeanGateway Ethernet/LAM Config.
Export/Import user settings

-
i

EREN
======|

Iﬁ Iﬁ Iﬁ Iﬁ Iﬁ Ia

Leog File Reader

Alarm Management
SMTP Client
@ Offline graph
0 Date conversion

OPC Management

Figure 38: BeanScape® Configuration option

This window lets you configure the logs, and the data cache.

v You will see the following window:

BeanScape Configuration

LOG Configuration

Log directony

Stop logain when disc space is

Main Log filename :

Main log max. size

Sensor Log enabled :

Sensor log max. size (KB) :
Metwork log info. enabled :
Metwork info log max. size (KB)

Streaming log max. size (KB) :

BGw Module Log enabled :

BGw Module log max. size (KB)

Syst. Maint. Status Log enabled :

£
L T 7T

Figure 39: BeanScape® configuration window

eFor further information about the BeanScape® configuration, please read the BeanScape® User Manual.
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10. MULTI-WSN CONFIGURATION

2 .
Sensor Cloud n°1 “BeanDevice
HI-INC

) B
B%anGateway

f&e’zanScape‘ Ethernet/LAN
Premium+

2 D
“BeanDevice
AX-3D
Ethernet/LAN

Ay .
Sensor Cloud n°2 QBEEII'IDEVICE

Ethernet/LAN

Fs
CBeanDevice

a9 .
CBeanDevice

Sensor Cloud n°3 HILINC

—‘_———
¢‘~\

ol
B%anGateway

Figure 40 : A multi-WSN architecture

These settings are mandatory:

e PAN ID should be different between each BeanGateway®
These settings are highly recommended:

e The distance between each BeanGateway® should be at least 2 meters

e Different Radio channel should be used
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11. AUTO-REBOOT FUNCTION

Users now have the option to setup a BeanGeateway auto-reboot at a prescheduled time they select.

11.1 WHY IS REBOOTING SO IMPORTANT?

The very nature of technology makes a device prone to a memory leaks. Memory leaks occur when your
system’s RAM becomes overloaded, causing your BeanGateway to move at a sluggish rate or even more,

a freezing system.

And by sampling rebooting your Beangateway, you are allowing the overloaded data to reset, essentially
giving the BeanGateway a fresh start.

11.2 HOW TO SET YOUR BEANGATEWAY TO AUTOMATICALLY REBOOT

User can set this function up by following these steps:

Click on the Beangetway profile and navigate to the System Config. tab, and select from the scrolled menu
Enable to enable Auto-reboot function and enter your prescheduled time from 1h up to 255h, then click on

validate.
Also, you can configure the Beangateway diagnostic cycle from 1 min up to 1 day.

Server  Tools  Off.Data Analysis  BeanGateway Help

00 & ® L
_ID : 0x D0158D00000EDB41 BeanGateway Status
_JD : 0x 00158000000E0C37 3
_ID : 0x D0158D00000EDDC3 Kentiy = Radio Configuration A oot Bt

1D - 0x 00158D00000E 1061 Macd - 00
x ocio: I Radio channel BN recocce BN o
Ponic: [ Usedrr [N /. RebootRemainingtme N~
oo |

Net Id
Label

Version Power Supply Disgnostic

Hard. vers. : H e s
Soft vers ! Dsagnostc cycle

Additional Module ) Beep sound funct.
Modue N : ' Network Status
o

Soft vers. : {_ i
Custom displey  Notes  Rado Cenfid  System Corfig | Modue logger  Modbus  Mutcasting  Upload BeanDevice profle

oce igurabon
B T O

Profile Erasement / Back to default config.
Network orofile deletion :  Beandevices ~

Beep sound configuration
Beeo sound Dizabled

Delete Device
Device List

e e [ vaiie |

|PAN 10 : 0x 1022 255 %1 hours

&

Server status : Started

< Select >

Figure 41: Auto-Reboot Configuration
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Right after clicking on validate button the new configuration will be displayed under the Auto-Reboot status frame
under BeanGateway Status frame.

Auto-Reboot Status

I:I Reboot Cycle

Auto Reboot Remaining time I:I minles

By configuring the Auto-reboot function an Auto-reboot log file will be created under log_beanscape folder which
contains the BeanGateway auto-reboot history logfile.

| = | log_beanscape

Home Share View

&« =3 ~ I » ThisPC » Windows (C:) » log_beanscape

-~
[ Desktop A Name Date modified Type

¥ Downloads AutoRebootLog 10/22/20198:31 AM  File folder

Documents Folder 0B41 10/22/201912:02 ... File folder

[&] Pictures Folder 1061 10/22/201912:21 ... File folder
log_beanscape Folder ODC3 10/22/201912:30 ... File folder
Public Folder 0C37 10/22/2019 1:28 PM  File folder
MetworkMapping 10/22/2019 1:31 PM  File folder

00138D00000ET032_WirelessMetwkinfo 10/22/201% 2:29 PM Text Documnent

All 5
LOG 10/22/2019 2:29 PM - Text Document
c#

9B2

= | AutoRebootleg

Home Share View

« v A » ThisPC » Windows (C:) » log_beanscape » AutoRebootlog

B

I Desktop -~ Mame Date modified Type

¥ Downloads * I logAutoReboot_2019_10_22 10/22/2019 231 PM  Text Document
[Z Documents -

E logAutoReboot_2019_10_22 - Notepad

File Edit Format View Help

PBIQ!lBIZZ B9:31: : Auto-Reboot Request Sent to BGW : MAC_ID = @8158D@@@eeEle32

2019/16/22 1@:21: : BeanGateway MAC_ID : 66158De6eeetcle32, PAN_ID :1832 Auto-Reboot Remaining Time = 18 minute(s)
2019/16/22 10:22: : BeanGateway MAC_ID : ©0153D8@8@GE1832, PAN_ID :1@32 Auto-Reboot Remaining Time minute(s)
2019/16/22 18:23: : BeanGateway MAC_ID : 66158De6eeetcle32, PAN_ID :1832 Auto-Reboot Remaining Time = 8 minute(s)
2019/16/22 1@:24: : BeanGateway MAC_ID : 0@158Deee@etcle32, PAN_ID :1832 Auto-Reboot Remaining Time minute(s)
2019/1@/22 1@:25: : BeanGateway MAC_ID : @@158Deeeeetcle32, PAN_ID :1832 Auto-Reboot Remaining Time minute(s)
2019/16/22 18:26: : BeanGateway MAC_ID : ©@158De@e@etcle32, PAN_ID :1032 Auto-Reboot Remaining Time minute(s)
2019/168/22 18:27: : BeanGateway MAC_ID : ©@153D0@@00El@32, PAN_ID :1832 Auto-Reboot Remaining Time minute(s)
2019/16/22 1@:28: : BeanGateway MAC_ID : ©@158Deee@etcle32, PAN_ID :1832 Auto-Reboot Remaining Time = 3 minute(s)
2019/168/22 18:29: : BeanGateway MAC_ID : ©@153D0@@00El@32, PAN_ID :1832 Auto-Reboot Remaining Time = 2 minute(s)
2019/16/22 18:30: : BeanGateway MAC_ID : ©@158Dee@e@etcle32, PAN_ID :1832 Auto-Reboot Remaining Time minute(s)
2019/16/22 16:31: : BeanGateway MAC_ID : ©@153D8e0@0E1832, PAN_ID :1@32 , Auto-Reboot Remaining Time minute(s)
2019/16/22 1@:31: : BeanGateway MAC_ID : 68158D@6e6etcle32, PAN_ID :1832 will be rebooted in a few second

2019/16/22 1@:31: : The beangateway MAC ID : B0158DOBEeBEL1G32 , PAN_ID : 1832 , IP 192.168.1.16 , restarted due to the auto reboot request
2019/1@/22 11:21: : BeanGateway MAC_ID : ©0158DBB@GBE1032, PAN_ID :1632 , Auto-Reboot Remaining Time = 1@ minute(s)
2019/16/22 11:22: : BeanGateway MACilD :  00158DB0EEOEL1R32, PAN_ID :1832 , Auto-Reboot Remaining Time = 9 minute(s)
2019/1@/22 11:23: : BeanGateway MAC_ID : @@158Deeeeetcle32, PAN_ID :1832 Auto-Reboot Remaining Time = 8 minute(s)
2019/16/22 11:24: : BeanGateway MAC_ID : ©@158De@e@etcle32, PAN_ID :1032 Auto-Reboot Remaining Time minute(s)
2019/168/22 11:25: : BeanGateway MAC_ID : ©@153D0@@00El@32, PAN_ID :1832 Auto-Reboot Remaining Time minute(s)
2019/16/22 11:26: : BeanGateway MAC_ID : ©@158Dee@e@etcle32, PAN_ID :1832 Auto-Reboot Remaining Time minute(s)
2019/16/22 11:27: : BeanGateway MAC_ID : ©0153D8@8@GE1832, PAN_ID :1@32 Auto-Reboot Remaining Time minute(s)
2019/16/22 11:28: : BeanGateway MAC_ID : 66158De6eeetcle32, PAN_ID :1832 Auto-Reboot Remaining Time = 3 minute(s)
2019/16/22 11:29: : BeanGateway MAC_ID : ©0153D8@8@GE1832, PAN_ID :1@32 Auto-Reboot Remaining Time minute(s)
2019/16/22 11:38: : BeanGateway MAC_ID : 66158De6eeetcle32, PAN_ID :1832 Auto-Reboot Remaining Time = 1 minute(s)
2019/16/22 11:31: : BeanGateway MAC_ID : 0@158Deee@etcle32, PAN_ID :1832 Auto-Reboot Remaining Time = @ minute(s)
2019/16/22 131: : BeanGateway MAC_ID : @@158Deeeeetcle32, PAN_ID :1832 will be rebooted in a few second

2019/16/22 :31: : The beangateway MAC ID 1 B9158D00EOBEL1832 , PAN_ID : 1@32 , IP 192.168.1.16 , restarted due to the auto reboot request

MW w00 D

0 AW oW g~ 00D
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11.3 WHAT’S NEW WITH AUTO-REBOOT FUNCTION

e By default, PAN ID will be based on the 4 latest characters of the BeanGateway MAC ID

User still can change the PAN ID and there are no restrictions
BeanGateway Stafus

Identity

Label

Net o - EEE

e The minimum Diagnostic cycle is 1 minute, user can not use a lower value

Custom display Motes Radio Config.  System Confia.  Module logger  Modbus — Mutticasting  Upload BeanDevice profile

Diagnostic cycle configuration

Diagnostic cycle : e

User have the ability to disable Auto-reboot function at any moment simply just by selecting disable

option and validate.

Auto-reboot count-down starts from 10 minutes and it’s refreshed every minute. The count-down is

encapsulated in the diagnostic frame and transmitted every minute.

Auto-Reboot Status
EEEE  Rebcorcyc- [N

Auto Reboot Remaining time I:I minites

During the count-down, a notification message will pop-up on the screen.

During the latest minutes of the count-down, cannot be able nor to send an OTAC command to the
BeanGateway neither to download the logfiles from the BeanDevice Datalogger.
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12. ENVIRONNEMENTAL CONSTRAINTS

12.1 SEALING

BeanGateway® Indoor version is provided with a protection rating IP40.

BeanGateway® outdoor product is provided with a protection rating IP67.

Do not place the BeanGateway ® in a maritime environment with high turbulence.

Avoid accumulation and infiltration of water through the back cover of the BeanGateway® casing.

Tighten all connections that may interfere with the seal.

12.2 SENSITIVITY TO RADIO FREQUENCY

ﬁFor further information, please refer to the application note: AN_RF_007 :“ Beanair_ WSN_Deployment*”

12.3 TEMPERATURE

The BeanGateway® operating temperature is -20 ° C to +65 ° C.

It is recommended not to exceed these ranges. This could permanently damage the BeanGateway®.

12.4 HUMIDITY

BeanGateway® outdoor version can operate in a 90% humid environment.

However, the IEEE 802.15.4 radio waves may deteriorate in the presence of water. Avoid placing the
BeanGateway ® in an enclosure surrounded by water, almost bushy plants (plants are composed of 90% water).

12.5 REFLECTIONS, OBSTRUCTIONS AND MULTIPATH

eFor further information, please refer to the application note: AN_RF_007 :“ Beanair_WSN_Deployment*“

12.6 SHOCKS & VIBRATIONS

BeanGateway® can withstand the shocks of intensity exceeding 2g. Avoid dropping the BeanGateway ®. Secure
the BeanGateway ® to a wall, pole or on a DIN rail.

Do not force on the connections.
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12.7 ANTENNA

Depending on the type of antenna (omnidirectional, bidirectional), orient it in a particular position so that the
emitted field is optimal. (See field emission 1.2.1)

When you move the BeanGateway®, make several tests by changing the orientation of the antenna and get the
best arrangement.

eFor further information, please refer to the application note: AN_RF_007 :“ Beanair_WSN_Deployment“

12.8 OTHER FEATURES

While having the highest BeanGateway possible transmission and receive over a wide area.

Do not take off the blue labels pasted on BeanGateway ® products
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13. FREQUENTLY ASKED QUESTIONS

13.1 HOW THE CONNECTION IS ESTABLISHED BETWEEN THE BEANGATEWAY®
AND THE BEANSCAPE®?

*\When the BeanScape® is launched, as a server it starts with listening for a
socket connexion
Ste p 1 . SOCket *When you power up the BeanGateway®, a request for socket connexion is
0 established between the Beanscape® and the BeanGaterway®
connexion . . o : .
eIf this request is accepted by the BeanScape®, an ACK is transmitted to the
BeanGateway®

'.‘B(‘eanScape"

Connection Request r.&%r’eanGateway“’

ACK

Static or Dynamic
IP

Listen for socket
connexion
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Ste p 2 : *The BeanGateway® profile is retained on its flash memory. This profile
® contains are the informations about the BeanGateway® ID (NWK Add,
Bea n G ateway PAN ID, MACID, IP...), versions ID (Hardware, embedded software,
. stack...), Radio Management parameters (Radio channel, TX Power,
Profile Y

. . *The BeanGateway® profile is transmitted to the BeanScape®;
Transmission yoP P

\JB%anScape“” BeanGateway®
profile Transmission

Q ft"B%anGateway@

ACK

BeanGateway ® BeanGateway®
profile is profile are
backuped on backuped on a

BeanScape
Database Flash memory

Beanair GmbH “Rethinking sensing technology” 68




BeanGateway® user Manual 2.4GHz wireless sensors

* The WSNmapping concerns all the Beandevice® profile. The WSN
. mapping is backuped on the BeanGateway® flash memory. When a
Step 3 . WS N new BeanDevice® joins a WSN, its profile is transmitted to the
|V| ) p p | ng BeanGateway® and the BeanScape®.
.. * The BeanScape® displays the WSN Mapping with the BeanDevice®
transmission profile;

¢ WSN Mapping is backuped on the BeanScape® Database.

.SB%anScape‘” BeanDevice® ol
profile Transmission -BeanGateway ‘

ACK

BeanDevice® BeanDevice®
profile are profile are

backuped on backuped on a

BeanScape® Flash memory
Database
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¢ Date transmission by NTP (Net-Time Protocole)
Step 4: Time & *Time & Date are updated on the BeanGateway instantly

* The BeanGateway integrates a Real-Time-Clock directly
Date u pd ate powered by th internal battery which allows to maintain
the Time and Date if the BeanGateway® is power donw

.J‘B'éanScape"

Time transmission through »
NTP (Net Time protocol) -fB%anGatewaW

>

ACK

Computer time and
date must be BeanGateway® Time and

updated Date is synhcronized
with your PC

The WSN Time & Date are synchronized with your PC. The User must make sure that the Time & Date
on his computer are correct.
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13.2 HOW TO FIND IP ADDRESS AND PAN ID

To find the IP address and the PAN ID of the BeanGateway®, select Server menu then Server Window
option or select the Lansdscape icon from the menu bar

“we Beanscape 2.4GHz
File | Server | Tools Off.Data Analys

Stop the server

Server Window

VAL U U X QUTSSDUDTOUAESOU

& BeanScape Server

ID PAN_ID

BeanGateway® IP Address

Figure 42: Server Window option

This window presents the BeanScape® control server.
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13.3 HOW TO HANDLE PROBLEMS WITH USB TO SERIAL ADAPTER?

There are three types of problems that you may encounter when using a USB to RS-232 adapter:

e Driverissues
e Hardware issues
e Performance issues

13.3.1 Driver issue

For USB to RS-232 chips, there are two primary manufacturers: Prolific and FTDI. Because off-brand
chips with poor drivers are unreliable, Campbell Scientific recommends and currently sells a cable using
an FTDI chip (part number 17394). We chose this cable because it uses a chip that has a certified driver
available on Windows Update. (The older cables were silver in color and did not have a driver available
for Windows beyond version 7.)

Tip: Test your USB adapters in the office with your field computer. When you are in the field, your
computer won’t have an Internet connection to automatically download and install the driver.

If the driver for your adapter is not automatically installed or cannot be installed from a CD, you will
need to identify the chip in your cable and locate the driver on the Internet. Some manufacturers
identify on their packaging which chip is used inside their cable. You can also identify a cable’s chip from
the Windows Device Manager by following these steps:
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1. Inthe Windows Device Manager, right-click your device from the list.

File Action View Help
g ME HE R EBESS

. U5 Human Interface Devices
> g IDE ATA/ATAPI controllers
- %5 Imaging devices
= Keyboards
5 P Mice and other pointing devices
> W3 Modems
» & Monitors
o W¥ Network adapters
4 'Y Ports (COM &LPT)
P CR6 (COM7)
[ USB Serial Port (COM3)|
*F USB Serial Port (COM4)
F USB Serial Port (COMS)
" USB Serial Port (COMS)
» =% Print queues
{ Processors
- [ Security devices
b Sensors
> W Software devices
» % Sound, video and game controllers
b €& Storage controllers
b M System devices
> @ Universal Serial Bus controllers

Figure 43: Windows Device Manager

In the drop-down menu that opens, select Properties.

In the Properties dialog box, select the Details tab.

In the Property field, select Hardware Ids from the drop-down menu.

In the Value field, there is both a VID (Vendor ID) and a PID (Product ID). These IDs respectively
indicate the manufacturer and the model number of the chip.
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| General | Port Settings | Diriver | Details | Evmts|

USB Seral Port (COM3)

-
Property
Hardware Ids

Value

| FTDIBUS\COMPORTA&VID_04034PID_6011
FTOIBUSNCOMPORTEVID _0403&P10_60711&MI_00

Figure 44: USB Serial Port COM3 Properties

In the example above, | did a quick Internet search for VID 0403 PID 6011, which revealed to me

that the chip is an FT4232 manufactured by FTDI.
After you know your chip type and manufacturer, you can locate and download the correct

driver for your version of Windows.
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13.3.2 Hardware problem

USB to RS-232 adapters are commodity pieces of computer equipment. As much as we all wish that
everything was as reliable as the CR1000, all adapter cables eventually fail.

Although there are two primary companies that manufacture USB to RS-232 adapter chips, there are
many cable manufacturers who offer varying levels of cable quality.

Higher-quality, industrial models should last longer, but they wear out over time—just like any
field tool.

A poorly constructed cable could have components that fail in a short period of time—perhaps
even by the time you receive the cable.

| have seen several cases where old cables could no longer handle 115200 baud, but the cables still
worked on low baud rates. There have been many more cases where a USB cable stopped working half-
way through a day in the field.

Tip: If your field site is far from your office, take two USB to RS-232 cables with you. Lost time in the
field can be a lot more costly than the purchase price of a second cable.

13.3.3 Performance problems

As mentioned previously, USB uses a shared data bus with packetized communication. The packetized
communication introduced some latency (data transfer time) that wasn’t present with built-in RS-232
ports. Unfortunately, latency makes a noticeable difference when you download large amounts of data
or upload a new operating system.

The driver for FTDI chips allows you to lower the latency time on packets. To do this, you can use the
Latency Timer field, which is accessed through the Windows Device Manager. Follow these steps:

From the Windows Device Manager, right-click your device from the list.

In the drop-down menu that opens, select Properties.

Click the Port Settings tab.

Click the Advanced... button.

In the Advanced Settings window, navigate to the Latency Timer field, and reduce the setting
to 1for best performance.
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COM Port Number:

USB Transfer Sizes
Select lower settings to correct performance problems at low baud rates,

Select higher settings for faster performance,

Receive (Bytes):

Transmit (Bytes):

BM Options Miscellaneous Cptions
Select lower settings to correct response problems., Serial Enumerator

Serial Printer
Latency Tmer (msec): 1 Cancel If Power Off

Event On Surprise Removal
Tmeouts Set RTS On Close

Disable Modem Ctrl At Startup
Enable Selective Suspend
Mnimum Write Timeout (msec): Selective Suspend Idie Timeout (msec): ; 5

Minimum Read Timeout (msec):

< 000000«

Figure 45: Advanced COM3 Settings

In addition to lowering your latency time, | also recommend disabling the Selective Suspend option for
your cable. The Selective Suspend option allows Windows to put your hardware to sleep, which can
result in corrupt data packets. To disable the Selective Suspend option, clear the checkbox for

the Enable Selective Suspend field on the Advanced Settings window for your device.

Note: The Selective Suspend option is already disabled by default in the FTDI driver.
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