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GRD-3G/4G User Manual Introduction

Introduction to the GRD-XF-3G/4G
Purpose of this manual

The purpose of this manual is to provide the instructions to quickly and easily install and operate the
GRD equipment (3G/4G models)

The installation of the GRD also implies the installation of middleware and eventually any other
application depending on the intended use for the system.

Telemetry solutions GPRS with GRD

The GRD has multiple uses. These are the most common uses that will guide you to read this manual.

GPRS RTU/Datalogger to Database (WEB server)
Physical inputs/outputs
o Modbus inputs/outputs (embedded Modbus master)
o Serial port data (using script programming)
Local input/output control (using script programming)
o Database to store the registers sent by the GRD
e GPRS RTU accessible by Modbus
o Physical inputs/outputs
o Serial port data (using script programming)
o Modbus protocol to read input/outputs remotely
Remote Access to serial port
o Remote serial port with Redirector (Virtual COM port)
o Remote serial port in Modbus mode
SMS alarms/control
o Physical inputs/outputs
o Modbus inputs/outputs (embedded Modbus master)
o Serial port data (using script programming)
o Local input/output control (using script programming)

GPRS RTU/Datalogger to Database (WEB server)

[
o

o

There are hundreds of types of sensors that can be contacted directly to the GRD inputs to measure
different types of variables. Depending on the GRD model, sensors could be used to deliver signals in O-
10V, 4-20mA or pulses, or simply connect different devices to their inputs/outputs. The GRD can also be
configured as Modbus master and queries can be made to different slaves to expand its inputs/outputs.

The GRD works as a GPRS datalogger, creating records with timestamp with the value of the built-in or
external I/Os and sending them to the Middleware (MW)

The MW will forward all the incomming records to an external database (MySQL or MS SQL)

You can also create a WEB site to show the value. Or you can use Exemys Telemetry service to connect
your GRD to our MW and web site (www.exemys.com/m2mserver)

The GRD can also be used to do a local control over its inputs/outputs using the script programming
feature.

Note: The WEB server and the database engine are not provided by Exemys. You can use Apache
HTTP Server and MySQL. Both of them are free tools.
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For this type of solution the following procedure must be followed:

e Install the GRD.
e Install the configuration software via USB (“GRD Config”), this application will allow us to configure
all the GRD parameters, locally or remotely.
o [f you won't connect the GRD to the Exemys Telemetry Server, install and configure the MW on a
computer that will work as a server.
e Have a running database engine and configure appropriately in the MW.
o Establish a connection between the GRD and the MW.
e Configure the inputs/outputs in the GRD according to their utilization:
o Physical inputs/outputs
o External Modbus inputs/outputs.
s Configure the GRD serial port.
s Configure the “Embedded Modbus master" and the queries we want it to make.
Configure the channels and enable the desired reports and historical records

GPRS RTU accessible by Modbus

GRD 1/Os can be read remotely from any Modbus master software (SCADA, OPC server, etc). The
Modbus master will read the MW's Internal Modbus slave. It will answer back with the value of all GRD's
I/Os. The master can establish the link using Modbus T CP, Modbus RTU or Modbus ASCII over TCP.
To optimize the GPRS network use the GRD will update the value of its inputs sending "reports" only
when they change.

Server.
-Middleware

) Modbus =
| Queries

| 4-20mA \

\ \ 10V ] mobsus |
e Pulses -
s User 5=
== -SCADA Software Sensors '-[ —

For this type of solution the procedure below must be followed:

e [nstall the GRD
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e Install the configuration software via USB (“GRD Config”), this application will allow us to configure
all GRD parameters locally or remotely.

Install and configure the MW on a computer that will work as a server.

Establish a connection between the GRD and the MW.

Configure the inputs/outputs in the GRD.

Add the channels and enable the required reports. (In this case it is not necessary to configure
Historicals since queries are made on the reports).

Remote serial port

This solution allows you to remotely access the GRD's serial port as if it were physically connected to the
serial port of our computer.
You can think of it as an alternative to the telephone modems but with several advantages.

There are two way to do it:

e Redirector of serial port
e Modbus for serial ports

Remote serial port - Redirector (Virtual COM port)

To access the remote serial port you must install the “Redirector of serial port” software. This software
creates a virtual serial port that lets you use an existing software and connect to the remote equipment as
if it were connected in a physical serial port of the computer.

Middleware is here only a link between the Redirector of serial port and the GRD serial port.

GSMIGPRS
Server: i}
Middleware &) ((c
HEsT

Serial Port s 1
ol |
data P
' I RS232 / RS485
__l User: r__.,
—_=— _ -Preexisting software .r.[ 2
=" Serjal Port Redirector B=

For this type of solution the procedure below must be followed:

¢ Install the GRD

o [nstall the configuration software via USB (“GRD Config”), this application will allow us to configure
all GRD parameters locally or remotely

o If you won't connect the GRD to the Exemys Telemetry Server, install and configure the MW on a

computer that will work as a server.

Install and configure the “Redirector”.

Establish a connection between the GRD and the MW.

Configure the serial port of the GRD in remote mode

If you are using you own MW, configure the operational mode of the serial port in the MW as

TRANSPARENT.

Remote Access to serial port — Modbus mode

If the protocol used by the serial port of the remote equipment is Modbus, the MW can be configured in a
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special mode that will allow the optimization of the queries.

The Middleware has the capability of sending the Modbus query received to a particular GRD depending
on the ID of the Modbus slave of the received query.

This simplifies the communication between the user software and the Modbus slaves since they work as

if the were connected to a unique Modbus network.

The master can establish the link using Modbus TCP, Modbus RTU or Modbus ASCII over TCP.

GSMIGPRS
I_| Server: .
. [Middleware &) ((«
.2_5

Madbus TCR

4 RS232/ RS485
\ User: = Modbus

= | Modbus Master . RTU/ASCH

== E3=

e

For this type of solution the procedure below must be followed:

e Install the GRD
e Install the configuration software via USB (“GRD Config”), this application will allow us to configure

all GRD parameters locally or remotely.

¢ Install and configure the Middleware in the PC working as a server, GRDs will be connected to this
program and information will be sent to them.

e Establish a connection between the GRD and the MW.

e Configure the serial port of the GRD in remote mode.

e Configure the operational mode of the serial port in the MW as Modbus and add the corresponding

slaves.

SMS alarms / control

The GRD can send SMS alarms to up to 8 recipients based on the value of its inputs.

You can also send and SMS to the GRD to ask for the value of a particular input/output or to activate an
output.

This inputs/outputs can be physical or Modbus signals.
The SMS feature can be used together with GPRS solutions.

Script programming can also be used for customized solutions where the standard criteria to send SMS
alarms is not enough.

For this type of solution the procedure below must be followed:

¢ Install the GRD
¢ [nstall the configuration software via USB (“GRD Config”), this application will allow us to configure
all GRD parameters locally or remotely.
e Configure the inputs/outputs in the GRD according to their utilization:
o Physical Inputs/Outputs
o External Modbus Inputs/Outputs.
s Configure the GRD serial port.
s Configure the “Embedded Modbus master" and the desired queries.

e Configure the possible recipients
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e Configure the possible conditions to send an SMS alarm and the text that will be sent

2022-03-17
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@ IMQ models share the electrical specifications with XF models

GRD Models — Installation

Selection table

Depending on the application you will be able to choose from the following models:

SMS Power
Model Serial port |Modbus|Digital| Digital |/Analog|Pulse |glarms Script supply
master |Inputs (Outputs| Inputs | count programming
GRD1620-XF-|1 x RS232/1 x| Yes - - - - Yes Yes 10to
3G /4GA/ RS485 30Vce
4GM
GRD3621-XF-| - Yes | 4(1) | 4(1) | 2(4) | 4(2) | Yes Yes 10to
3G/4GA/ 30Vce
4GM
GRD3625-XF-[1 xRS232/1x| Yes | 6(1) | 6(1) 4 6(2) | Yes Yes 10to
3G /4GA/ RS485 30Vce
4GM
GRD3534-XF- 2x Yes 16 8 8 8(3) | Yes Yes 10to
3G /4GA/ |RS232/RS485 30Vce
4GM

(1) Digital Inputs/Outputs are configurable and share the same terminals.

(2) Digital inputs can be use as pulse inputs.

(3) Some digital inputs can be use as pulse inputs.

(4) APT 100 temperature sensor can be connected to Al1

"3G" models bands support : GPRS: B2/B5, eGPRS: B8/B3, 3G: B1/B2/B5/B6/B8/B19

"4GA" models bands support (Latin America and Australia) : GPRS: B2/B5, eGPRS: B3/B8, 3G:
B1/B2/B5/B8, LTE Cat 1:B1/B2/B3/B4/B5/B7/B8/B28

"4GM" models bands support" (Global) : GPRS: B2/B5, eGPRS: B3/B8, 3G: B1/B2/B4/B5/B6/B8/B19,
LTE Cat 1:B1/B2/B3/B4/B5/B7/B8/B12/B13/B18/B19/B20/B25/B26/B28

Wiring — USB configuration port

All GRD models have a USB communication port. This port is used to configure the GRD.

For the connection with the PC a type “B” USB standard cable is used.

GRD1620-XF-3G / GRD3621-XF-3G / GRD3625-XF-3G GRD3534-XF-3G
(4GA and 4GM models too) (4GA and 4GM models too)

UsB

SRS 0 0S S

LED Indicators

The GRD has 3 LEDs indicators.
PWR: Power applied to the GRD
GPRS: State of registration of the GRD in the GPRS network (GPRS, EDGE, 3G)

LINK: State of the connection between the GRD and the Middleware

GRD1620-XF-3G / GRD3621-XF-3G / GRD3625-XF-3G GRD3534-XF-3G
(4GA and 4GM models too) (4GA and 4GM models too)
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LEDS

LEDS

We find below the detail of the indication of each LED independently and in combination.

PWR LED GPRS LED LINK LED Description
Fast blinking - - Connecting to the GSM network.
On - - Connected to the GSM network if
blinked previously otherwise SIM
disabled.
On Fast blinking Connecting to GPRS/3G/4G
On - Connected to GPRS/3G/4G
On Fast blinking |Connecting to the MW
On Connected to the MW
Fast blinking SIM card missing
On One blink - Sending or receiving a SMS
On One blink  |Sending or receiving data via
GPRS/3G/4G
Sequencial blinking from left to right Power on process
000000000
On Slow blinking - Failure in connection to the
GPRS/3G/4G retrying in a few seconds
Blinking together |Alternate blinking with the| Linking together [Low signal level
with the LINK LED| PWR and LINK LEDs | with PWR LED
000000
On Slow blinking [Failure in connection with MW retrying in
la few seconds

Installation of the SIM card

Requirements

For the correct operation of the equipment the Micro SIM card must meet the following requirements:

A subscription to GSM and GPRS/3G/4G services

It must be cleared to be installed in any equipment (some SIM cards can only be installed in the
equipment where they were purchased).

Verify the telephone number assigned to the SIM Card.

You must know the data to access the GPRS/3G/4G network of the telephone operator corresponding
to the SIM card (APN, user, password). These data are preloaded in the GRD for Movistar Argentina,
Telecom Personal Argentina and Claro Argentina. If you use another operator please contact
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support@exemys.com.

GRD Instalation

If the PIN (security code) of the SIM Card is activated you must enter it into the GRD when requested.

How to place the SIM card in the GRD

Place the SIM inside the GRD as shown in the figure or press it to remove

C Do not insert o remove the SIM card while the GRD is
lpowered on

GRD1620-XF-3G / GRD3621-XF-3G / GRD3625-XF-3G GRD3534-XF-3G
(4GA and 4GM models too)

(4GA and 4GM models too)

GRD <= exe

Www.exemys.com

;| Sexemys

2022-03-17
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GRD configuration software — GRDconfig

GRDconfig is the application program used to configure the GRD equipment.

This application was developed with an easy-to-use feature in mind to configure and monitor GRD
equipment.

The Configurator is supported on the following platforms: Windows 2003, XP, Vista, 2008, 7, 8 and 10
(32 and 64 bits).

Java Runtime Environment 1.8 or higher must be installed (available free in www.java.com).

Installation

For installation follow these steps:

e Run the installation software (download it from here www.exemys.com/grdconfig)

o Awelcome screen will be displayed, then follow the instructions of the Installation program which will
request the necessary information to complete the installation. Click on “Next” to continue.

o Destination folder: Select the folder for the installation of the application program.

e Wait for the installation program to copy all necessary files onto the hard disk, and press “Finish” to
end the installation process.

Once installed you will see in the Programs menu a folder called Exemys. Inside the folder you will find
another folder called GRDconfig; this folder contains the GRDconfig and Uninstall icons.

USB Driver Installation

After intalling GRDconfig all drivers will be automatically installed. In case you still have problems you
can manually install the drivers from here:

For GRD-2G

“C:\Program Files\Exemys\GRDconfig\Drivers\USBDriverinstaller.exe"
For GRD-3G/4G

“C:\Program Files\Exemys\GRDconfig\DriverF T D\InstallDriver.exe"

If you don't install the drivers you won't be able to configure the GRD and will get this message:

ERROR X
@ Driver device is nok installed

General description of the Configurator

The following figure shows the main screen of the Configurator.
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(& GRD Config - V7.1 FNE S

File Software Configuration Communication Tools Help

‘D E R o - = ZONNECTION CLOSED

Monitor Send Configura... |v Get Configurati...

@ Description
ar Model:
% e BT Extra Features:
| o i
i; MW Serial Number:
- _ Firmware Version:
'@ Serial Port
\h -_ \TER — Hardware Version:
W Modbu
et IMEI/ MAC:
C w T

s Inpuls/Outputs

- D ]
L ———
e

e &

Configuration of the USB port

Once the software is installed you won’t have to configure any parameter of the USB port since this port
recognizes automatically the COM in which the GRD is connected.

C You can only connect up two GRDs to the PC at the same
time.

Establishing the connection with the GRD

To connect to the GRD you must have the PC connected to the GRD using the cable described in “GRD
models — Installation”.

To establish the connection select the menu option “Communication -> Open Local Connection” or press
the =4 button.

If you initiate the “GRDconfig” for the first time and if you have any GRD connected, it will request you to
disconnect it and connect it back again .

\!') Disconnect all device and press OK button

.C\ceptar

If the communication fails verify that:

e The cable connecting the PC to the GRD is the correct one.
e The GRD is on.
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e The driver is installed correctly.

After a few moments you will be able to see that the state of the connection changes to connected and
will also indicate the COM port of the connection.

USE Cannection l:bm:d (lfu"i ﬂi

Description of the GRD

g?f Description

=
#& G5M/GPRS
g == 1]

Model:
Serial Number:

Firmware Version:

g v
- =

a Serial Port
‘I'L - VWA IMEL/MALC:
- ] Modbos
W
A Inputs/ (et pets

Hardware Version:

o Chamnels

| SMs

Getting GRD parameters

To obtain the parameters of the equipment you will have to press the “Get Configuration” button and all
the GRD parameters will be displayed indicating on the first screen, the model, IMEI, etc.

You will always have to read the GRD parameters to be able to modify the parameters or for monitoring
purposes.

“S GRD Config
File Software Configuration  Communication Tools  Help

FI=ERL L [T

Local Connection Opened (COM 7)

T T

Description of the GRD P

& Description .
o Model: GRD 1200

= GSM/GPRS

Serial Number: 0

7] MW Firmware Version: Y1.1.0
o Hardware Version: V1.0
7} Serial Port

IMEL: 352421042103285

k b ___RE
[«  Modbus

A Inpurt S Ouputs

26 Channels

If the Configurator finds an unknown model it will not enable

Aanris Af tha erranne NAunmlAaAd tha Iatnct DN AAnfin ralAaacA
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f ailly VI UIT OUITCIIO. /UuwWwIuau UIT 1alGol JIN\NLwLUI Iy 1CITadc

from here:

http://www.exemys.com/GRDconfig

Sending parameters to the GRD

If you want to send to the GRD any change in the configuration press the “Send Configuration” button,
please note that to the right of the button we have a combo that when displayed allows us to send the
standard configuration plus the change of GSM band in case of necessity, this is because this parameter
is not sent by default.

= GRD Config
File  Software Configuration Commurication  Tooks  Help
B E -k USE Cannection Dpened (COM 17)

Description of the GRD
w Description
= Model: GRD 3305 w/SMS
#  GSM/GPRS Serial e
f = H
7] MW Firmware Version: V4.0.0
s T et Hardware Version: ¥2.0
-_— VTER IMEL/MAC: 352421042841496
4] Modbus
C v Te—
= Inputs/Dutputs
]
¢ Channels
| —
%

It is very important to take into account that the GSM band in
& which the GRD will operate has to be configured according to
the geographical area.

Monitoring

To access the monitoring area where all the GRD parameters can be seen, you should press the
“Monitor” button.
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GRD Configurator

S T
File  Software Configuration  Communication Tooks  Help

Serial Number: 935

Description of the GRD

Firmware Version: vV4.0.0
Hardware Yersion: v2.0
IMEL/MAC: 352421042841406

l.lé!l:mcum me:d(lill‘-‘l lTi

Once we enter monitoring the following screen will be displayed, in which we will be able to see the
values of the input/output channels, the time, quantity of accumulated Historicals, the SIM in use and the

states of connection of the equipment.

2 Monitor

SMinuse: | 1 . | — SIM State:
signal: dEm : GPRS State: |CONMECTED
2| 57671 | )
Used Records: [ 576/1__ T x Link Gtake:  |COMMECTED |
Date/Time:  [24/05/2011-11:08:40  ® | [ 8nc |
Digital Inputs ks o Analog Inputs Pulse Inputs
Channel  Source Lf L | Source Yalue Channel  Source Yalue
{1 MB-DIZ6 B- MB-AIS6 0.0 | PI1 ME-FI6G ] ~
12 ME-DIZ7 B-DOZ i | ANz ME-AIS7 0.0 | || Pz ME-PI67 i T
13 ME-DIZ5 0 03 ME-DO3 0 AN3 ME-AISS 0.0 PI3 ME-FIGS 0
14 ME-DIZ9 i 04 ME-DO4 i AN ME-AIGY 0.0 PI4 ME-PI6D i
15 ME-DI30 0 05 ME-DOS 0 ANS ME-ATED 0.0 PIS ME-PI70 0
16 ME-DIG1 i = 06 ME-DOG i —|[ AN ME-AIE 1 0.0 ||| Pi6 MB-FI71 i -
17 ME-DI3Z 0 07 ME-DO7 0 ANT ME-AI6Z 0.0 PI7 ME-PI72 0
18 ME-DI33 0 08 ME-DOE 0 AN ME-AIE3 0.0 PIB ME-FI73 0
19 ME-DI54 0 09 ME-DO9 0 AND ME-Al6d 0.0 PIg ME-PI74 0
110 ME-DI35 0 010 | ME-DOL0 0 ANLD | MB-AIES 0,0 PII0 | ME-FI?S 0
1 MB-DI36 0 o011 | ME-DO11 0 AN11 | MB-AIG1 0.0 PI11 | MB-FI91 0
1z ME-DI37 i 012 | MB-DOIZ i AN1Z | MB-AIGZ 0.0 PI1Z | ME-FPI9Z i
113 ME-DI35 0 013 | MB-DOL3 0 AN13 | MB-AIE3 0.0 PI13 | ME-FI93 0
14 ME-DI39 i 014 | MB-DO14 i AN14 | ME-AIG4 0.0 PI14 | ME-FIo4 i
115 ME-DI40 0 015 | ME-DOIS 0 ANLS | MB-AIES 0.0 PI15 | ME-FISS 0
116 ME-DI41 i 016 | MB-DO1G i AN1G | MB-AIGE 0.0 PIl6 | ME-FI9A i
7 ME-DI4Z 0 017 | MB-DOI7 0 AN17 | MB-AIGT 0.0 PI17 | ME-FPI97 0
118 ME-DI43 0 018 | MB-DOLE 0 AN1B | MB-AlGE 0.0 PI1& | ME-FI9G 0
119 ME-DI44 0 019 | MB-DO1D 0 AN1S | ME-AIGD 0.0 PI19 | ME-FI99 0
120 ME-DI45 0 020 | ME-DOZ0 0 AN2D | MB-AIS0 0,0 PI20 | ME-FIL00 0
121 MB-DI46 0 021 | ME-DOZ1 0 ANZ1 | MB-AISG 0.0 PIZ1 | ME-Fl6A 0
127 ME-DI47 i 022 | MB-DOZZ i ANZZ | MB-AIST
133 Lb S RAE nl s LA RoC- Dy = = — S0 “;

Remote configuration and Monitoring

The configurator together with the MW have the capability to remotely access the configuration and
monitoring of the GRDs, which means that they do not have to be connected locally to the PC. You must
point out that the connection parameters of the GPRS and MW cannot be modified this way.

Configuration of parameters for remote access.
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We must load in the configurator the MW parameters to which we want to connect in order to have
remote access to the connected GRDs, we have to enter in “Software Configuration -> MW
Connection”

% GRD Cenfig
File Software Configuration Communication Tools

I MW Connection ]
MOTT Connection

Properties

== PYPIN

We then have to configure the URL/IP, Port, User and Password

MW Connection >
URL/IP: 192,158.0.51
Port: 43000 D S5L
User: user
Pazzword: sese
oK Cancel

The URL/IP to be configured is the one the MW is running on, and the port is the one configured to have
access to it.

We will now see how to configure these parameters in the MW, entering in Configuration -> Advanced”
and then in the subsection “Remote Configuration”.

& Remote config H
Remote config
Port: 43000
Port S5L: 43001
User: user

Paszword: (essss

‘ [l save H ® Cancel ‘

GRDconfig - MW link SSL encryption

En el MW puede habilitar la comunicacién sin encriptacion y con SSL en simultaneo.
On GRDconfig you must choose weather to use or no SSL.

The default port for SSL configuration is 43001.

é If you use SSL mode please read the SSL certificate creation
and installation appendix.

Remote connection

To connect remotely to a GRD we have to enter in “Communication -> Open Remote Connection”, then

a window will be displayed with a list of the GRDs. Those available appear in black and those in grey are
not connected to the MW at that moment.
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GRD Configurator

Close Connection

& GRD Config - O *
File Software Configuration Communication Tools Help
| EEE - Open USB Connection CONNECTION CLOSED
Open USB-BP Connection
Open Ethernet Connection
Open Remote Connection
ERER MR St i Monitor Send Configuration - Get Configuration

W)]

Remote Connection

Select a device: £

1 (Produccion 1) A
2 (Producdon 2)

3 (Producdion 3)

4 (IMEI:36845004057096(

5 (Test)

[
9 (300234062018680)

A Fuamlii ™R A A

£ >

Descript
@ Description
T Model:
B AR Extra Fe
= i
@ MW Serial Ny
W
B SserialPort elaiy
\ _—UTER Hardway
| W e IMEL/MA
T
= Inputs Outputs
B
o Channels
B |

Saving configurations

“GRDconfig” allows us to save the GRDconfiguration so if we have to configure many equipments the
same way, we won't have to load again the parameters one by one, the only thing to take into account is
that the GRD ID number will have to be changed and avoiding to have a duplicate.

To create and save a configuration we don’'t need to have a GRD connected, only clicking in “File ->
New” or on the [licon a list of the models will be displayed from which we make the selection.
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@ GRD Config — O #

File Software Configuration Communication Tools Help

lD.jC'. -l N CONNECTION CLOSED

Mo Devcs % send Configuration - Get Configuration

cLAN-2205-%F A
. |dan-3524F

Descriptifaan-z+04xF —

Description cLAN-3625-XF
K Model: |[GRD-1530-XF-36/46
GRD-1601-3G/4G
= GRD-1620-XF-3G/4G
GRD-3621-XF-3G/4G
i; Serial HufGRD-3625-XF-3G/4G
GRD-3534-XF-3G/4G

Extra

|

B Firmware{GRD-1620-MQ
a Serial Port GRD-3521-MQ

-_— UUE HardwardGRD-35625-MQ
[ Modbus GRD-3534-MQ s

IMELf MA}A An_17nEran
W T
= Inputs/Outputs | ext > | | Cancel |

- =

We then configure the parameters with “File -> Save As” or with the [=l icon to load them later when the
GRD is connected.

Once the configuration is saved, we can open it and load to multiple GRDs entering “File -> Open” or
with the = icon.

ltodol00 910

Archivosdatipo: [ g

2022-03-18
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GSM and GPRS services configuration
GSM Service

Enabling SIM / GSM

We first have to verify that the SIM has been selected and that it is within the corresponding GSM band.
This is done in the following tab: GSM/GPRS -> General Configuration.

Configuring the PIN on the SIM card

If you place a SIM card with and activated PIN (security code), it must be configured in the GRD in order
to have access.

Remember that if you enter a wrong PIN three consecutive
é times, the SIM card will block. To unblock it, you will have to
enter the PUK of the SIM card. For more information check
with the cell phone operator.

To load the PIN go to the “GSM/GPRS -> General Configuration” tab.
l L

GSM/GPRS configuration

[&¢ Description
£

7~ GSM/GPRS @ EE‘I
: General
. ‘ Configuration |l siM1
i‘; VIV

: 3

5 Serial Port

=

And then load it in the corresponding field.
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S GRD Config

File Software Configuration  Communication  Tools  Help

|[:| B Q E . E Local Connection Opened (COM 7)

{4

Monikor Send Configuration - Gek Configuration
GSM/GPRS configuration
@ Description
Fy 4 General configuration
= GSK,/GPRS
¢ MW SMeardsPIN: | | Jessssss -
I 9
%) serial Port GPRS:
T T
[ Modbus
o v 35M Band: |.|'-\rnerican (850/1900 Mhz) L
'_?é’_ Input 7 Ouputs Remember to use the 'Send the Configuration with band' butten
":_ e to actually change the 35M band on the GRO:.
20 Channels

| Cancel |

When the new configuration is applied, the GRD will try to unblock the SIM Card with the entered PIN. If
this is the correct one, the registration process will be initiated.

To verify if the SIM card that has been placed is blocked or if the configured PIN is correct, check the
SIM status in the monitoring option.

GPRS service

Enabling the connection with the GPRS.

The enabled option of the GPRS must be verified in the “GSM/GPRS -> General Configuration” tab.

MW. If you are only planning to send SMS you can disable

i GPRS is only used if the GRD needs to be connected to the
GPRS.

18 /124



GRD-3G/4G User Manual GSM & GPRS Connection

S GRD Config

File Software Configuration  Communication  Tools  Help

|[:] B Q . . B Local Connection Opened (COM 7)

e

Monikor Send Configuration - Gek Configuration
GSM/GPRS configuration
@ Description
Fy 4 General configuration
= GSM/GPRS
oMW SMeardsPm: ||
I 9
% serialport s [nabed ] [tennees ~ EnableGPRS
T T

[ Modbus
L R - = 35M Band: | American (350/1900 Mhz) v

'.E Input 7 Ouputs Remember to use the 'Send the Configuration with band' butten

e . O to actualhy change the GSM band on the GRO,

2¢  Channels

[ Cancel

Configuring the cell phone operator

The following step is the correct configuration of the GPRS service. For this, you have to tell the
equipment the corresponding operator of the installed SIM card or the APN parameters, user and
password. These parameters are found in the “GSM/GPRS -> SIM X’ tab (Where x is the SIM number,
since it can be dual depending on the model).

r

GSM/GPRS configuration

General
% Configuration M Sl 4

@ Description
Fr
= GSM,/GPRS
T
a MW
O
"= Qorial Daet
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S GRD Config

File Software Configuration  Communication  Tools  Help

|[:J E E . . E Local Connection Opened (COM 7)

e

Monikor Send Configuration - Gek Configuration
GSM/GPRS configuration
@ Description
Fy 4 SIM 1 Configuration
#= GSM/GPRS
i | Enabled
=5 (=]
" [ 12"
G APN: |wap.gprs.unifon.cnm.ar
I 9
'@ Serial Port User: wap
T T
Password: wWap
[ Modbus
e o IF wou enabled the SIM card but still can't edit the APMJuzerpassword confiqueation, go back to
= Input o OQuputs the GSMJGPRS general configuration and set the GPRS option to 'enabled',
B |
2¢  Channels
[ Cancel ]

The GPRS parameters can be saved so they won’t have to be entered every time the GRD is used with
the same cell phone operator. To do this you have to go to “Software Configuration -> Properties”.

S GRD Config

Communication  Tools Help

A window will be displayed on which we will be able to enter a name to recognize the configuration, APN,
user and password.

Carriers |g|

APN: | |
. Password:

-

=
.
Masssanns

-

Edit Dielete Apphy Cancel

2017-06-02
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& For GRD-3G and cLAN V2+ only

Serial Port Modes

"Remote" access using Redirector (Virtual COM port / Transparent)
"Remote" access in Modbus mode

Embedded "Modbus Master" (for I/O extension)

Embedded "Modbus Slave" (to read I/Os from an external Modbus master)
Data parsing from "Scripts"

Connection to external "Satellite" modem

Serial Port Configuration
< RD Config [= [ E e |

File Software Configuration Communication Tools Help

GEE H-6 @ Ethernet Connection Opened (192.168.0.213)

I d _ Send Configuration = Get Configuration

Serial Port Configuration
@ Description
Fs 4 COM A Configuration
GSM, GPRS —
Mode: Rem i Data output from MW transparent port
i‘ﬂ W Baud Rate: 9600 - |
— Data Bits: E =
‘@ Serial Port ) 2 E
Parity: None
- 5 :
\ [#] Modbus Flow Control: :Dﬂ’ -
e T StOD Bits: :1 =
-,-3‘; Inputs/Outputs
B
24 Channels End Character: |13 [~ Enabled
o —
@ svs Time Window: 100 ms Enabled
L A

In GRD with two serial ports you will be able to configure them individually. Notice that the two serial
ports cannot be configured on the same mode.

Mode: Depending on how you are planning to use the GRD/cLAN you will choose on of these modes

e Remote: To access the GRD's serial port remotely in Modbus or Transparent Mode

e Modbus Master: To use the Embedded Modbus master to expand the I/Os

e Script: To parse incomming data or send data from the script (only on devices with script
programming support)

e Modbus Slave: To use the Embedded Modbus slave to read/write the device channels (Physical,
Modbus or script)

e Satellite: To connect an external satellite modem

Data output from MW transparent port : It allows you to configure which serial port can be reached
remotely from the MW. Configuring a serial port will force this option to on.

21/124



GRD-3G/4G User Manual Serial Port Configuration

Baud Rate: Serial Port speed (1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200)
Data bits: Can be 7 or 8 bits
Parity: Error checking (none, even, odd)

Flow control: Allows automatic control of communication traffic according to the network availability. It is
generally used for massive data transfer to avoid loss of information.

Stop bits: Allows to define the number of stop bits.
Time window and End character

In the "Remote" serial port mode, the device will attempt to group several data before sending the packet
through the network; this makes a better use of the bandwidth and reduces communication costs. The
implemented criteria for the packet end are the following:

o Time window (0...1000ms): once data are received, the device will wait in silence during this period
before sending the packet through the network. These criteria incorporate a delay in the
transmission of the communication, so care must be taken depending on the serial communication
protocol being used.

e End character (0...255): It is the end character of a serial stream before sending the data.

If the end character criteria is enabled and the time window is
disabled, the device will store the received data for an

< indefinite time until the configured character is received or the
1000 characters are accumulated.

If both criteria are used, whichever is the earliest will cause data to be sent.

2017-06-16
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Physical Inputs/Outputs

Depending on the model, the GRD/cLAN can have or not physical inputs/outputs.

We will now see the types of inputs/outputs that we can have and which parameters we can configure of
each one.

It is important to point out that this configuration is applicable only to physical inputs and not to inputs
from the Modbus queries.

For the configuration of the parameters you will have to enter the “Inputs / Outputs” menu and then
select the type of input / output which are:

o Digital inputs

e Digital outputs
e Analog inputs

Digital inputs

S GRD Config

File Software Configuration Communication  Tools  Help

|[:| = | m E E Local Connection Opened {COM 7)

Xe

Monitar Send Configuration - Get Configuration

Inputs / Outpus configuration
@ Description

FiJ
GSM/LERS Digital Digital m&, -
=T Inputs Outputs Inputs
MY
.

B Serial Port

T .
\ 4 Modbus
e R =
% Input / Ouputs
U O

24 Channels

When we enter the configuration of a digital input we will see that we can configure 2 parameters one is
the anti-rebound to avoid noise and the counting splitter in case of use as pulse input.
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S GRD Config

File Software Configuration  Communication  Tools  Help

FI=L I I 1=
Xe

@ Description
¥/
GSK,/GPRS
i

Ly

I

E Serial Port

T
\ g Modbus
S R =

= Input / Ouputs
U S

20 Channels

Manitar

Local Connection Opened (COM 7)

Send Configuration -

Inputs / Outpus configuration

Digital Inputs

Gek Configuration

Mame

DIl |

Anti-deb

wrcelm, Counter Disicor

50

DI2

a0

DI3

50

[y Y [

DI4

50

|2

[ Back.

l

The value of the anti-debounce can be configured between 1 and 250 ms. On devices with more than 8
digital inputs, inputs higher than 8 will have an anti-debounce time fixed at 250 ms.

The counting divisor can take a value between 1 and 1000.

On the cLAN2205-XF, cLAN2205-MQ, GRD3621-XF-3G, GRD3621-MQ-3G, GRD3625-XF-3G and

GRD3625-MQ-3G you must configure wether a 10 terminal will work as an input or as an output

The same aplies for "4GA" and "4GM" models

Take special care not to apply direct voltage to a terminal configured as an output and in ON state.
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Physical Inputs/Outputs

-

< GRD Config

FE )

File Software Configuration Communication Tools Help

GoE -0 W

Description
F
GSM/GPRS

WiV

=

Serial Port
T

Wodbus

EI@J

N

z Inputs/Outputs

2¢ Channels

. 7] SMS

CONNECTION CLOSED
Manitor Send Configuration - Get Configuration
Inputs / Outputs configuration
Digital Inputs
Mame Direction Anti-debounce[ms] Countb
DI1 50 -
DI2 50
DIZ 50
DI4 50
DIS 50
DI& 50
] i | r
Back ]

L

p
< GRD Config

File Software Configuration Communication Tools Help

GoE -0 W

E’ Description
F
GSM/GPRS

YW

=

Serial Port
T

vodbus

EI@I

N

Z Inputs/Outputs

2¢  Channels

. [] SMS

CONMNECTION CLOSED
Manitor Send Configuration - Get Configuration
Inputs / Outputs configuration
Digital Outputs
Mame
Back

Analog inputs
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In the configuration of analog inputs we can select the operational mode depending on the GRD/cLAN
model, this refers to whether we are going to measure voltage or current and its resolution.

= GRD Config

File Software Configuration  Communication  Tools  Help

| [l | . . B Local Connection Opened (COM T)

Send Configuration H Get Configuration

Inputs / Outpus configuration

G3M/LERS _A eigd Digital
mT Inputs Outputs

M

Analog
Inputs

=

'@ Serial Port

1 Input / Ouputs

20 Channels

The analog inputs can be configured as follows:
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*= GRD Config:

File Software Configuration  Communication  Tools  Help

| D E R . . El Local Connection Opened (COM 7)

(0

IMonitor Send Configuration - et Configuration

Inputs / Outpus configuration

[5+ Description
= T Analog Inputs

G5M/GPRS

Mame Input Type
— W e
All 0.00-10.00% = = %= » " A
AIZ 0,00-10,00Y . i
Serial Port . —
S Edit Analog Input [X|
EEE VWL = —
[u] M - ~Featur
.
i ALz . .
g Input / Ouputs Selected Input: 1:
B | Input Type: 0.00-10,004 v
26 Channels 0.00-10,00%
0.000-10.000Y v

4.00-20,00mm4
4.000-20,000m8

0.000-1,000Y
0.0000-1,0000% k ]
FT100 =

To use Al1 in PT100 mode you must also set internal jumpers on the GRD-
A 3301-XF, GRD-3621-XF-3G/4GA/4GM and the GRD-3621-MQ-
3G/4GA/4AGM

e Voltage:

0 to 1V with 3 decimal digits
0 to 1V with 4 decimal digits
0 to 10V with 2 decimal digits
0 to 10V with 3 decimal digits

o

O O O

e Current:
e 4 to 20mA with 2 decimal digits
e 4 to 20mA with 3 decimal digits

e Temperature (PT100, GRD-3621-XF-3G/4GA/4GM and GRD-3621-MQ-3G/4GA/4GM only):
o -199 to 849 °C with decimal digit

2022-03-17
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& For GRD-3G/4GA/AGM

MQ devices match XF power supply and 1/O specs

Power supply and inputs / outputs

Below you will find the minimum and maximum admissible values of digital inputs and outputs as well as
analog voltage and current inputs, and also GRD consumption and power supply.

Power supply
Parameter Condition |Minimum| Maximum Units
Input voltage 10 30 Vdc
Average GRD at 24 100 mA
consumption Vdc 150
GRD at 12
Vdc
Maximum GRD at 24 1 A
consumption Vdc 1
GRD at 12
Vdc
Digital inputs

To activate the digital inputs a continuous voltage must be applied externally. This source of power has to
share the GND terminal with the power supply of the equipment. If necessary the same power supply
that feeds the GRD can be used. The input is of a Sinking type. It accepts sensor or PNP Sourcing type
devices.

GRD3621-XF-3G/4GA/4GM and GRD3625-XF-3G/4GA/4GM

Parameter Minimum|Maximum| Units
Activated input 7 50 Vdc
Input impedance 280 KQ
Count frequency 45 Hz
GRD3534-XF-3G (Aand B) GRD3534-XF-3G/4GA/4GM (C version or higher)
Parameter Minimum|Maximum| Units Parameter Minimum|Maximum| Units
Activated input 3.5 25 Vdc Activated input 7 50 Vdc
Input impedance 2 KQ Input impedance 280 KQ
Count frequency 0 1 Khz Count frequency 45 Hz
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We now show two examples of how to connect an input, directly from the same source feeding the
equipment and from an external source where we can clearly see that they must share the common
Terminal.

Digital Input | Digital Input N

(B A
A & Dry
; ; Contact
7 Dry 7
= ¢’ Cortact =
y 5
é- _-’.': 351028 Vo
o 5 —
(1} . L) o
c I+\l’n & I+\l'|1
) L
i 5 _l1otezavas L |101030Vdc
E o > o
5 el [GHD § L] GHD
3 g 3 g
3 3 :

Digital outputs

Digital outputs are of the open collector type. The load to be connected must be fed with an external
power supply and they have to share the GND Terminal with the equipment power supply. If necessary,
the same power supply used to feed the equipment can be used.

The output type is NPN Sourcing type (Open collector).
GRD3621-XF-3G/4GA/4AGM / GRD3625-XF-3G/4GA/4AGM

Parameter Maximum| Units

Withstand voltage 50 Vdc

Current 200 mA

GRD3534-XF-3G/4GA/4AGM (A and B) GRD3534-XF-3G/4GA/4AGM (C version or higher)
Parameter Maximum| Units Parameter Maximum| Units

Withstand voltage 45 Vdc Withstand voltage 50 Vdc

Current 50 mA Current 200 mA

-, |Salida Digital -, | Digital Output .
o | o |
g

A
=
0 o
= Load =
& G
7 o
& b 3 to 46V de
o Ay T
] |+ 2| | +¥in
& I+Un %. -
i I
| ,» _|1owz0vae ] L 10 to 30 W do
3 o H 0
e =] g o
5 | |[GHD H L] |GHD
3 & 3 Ly
3 ! 3

Digital outputs to actuate a Relay

When the digital output is used to actuate a relay coil a protection diode must be added to the connection
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to avoid damage to the output of the equipment. This must be connected in reverse, that is the anode to
the output terminal of the equipment and the cathode to the positive terminal feeding the relay. The relay
must be fed using an external power supply, sharing the GND terminal with the power supply of the
equipment, or if necessary the same power supply feeding the GRD can be used.

The following graph shows how to connect a relay to a digital output of the equipment.

Relay|

=
7|

L s ,__n_—| =

N i

| _Jaoaz0vas b 10 = 30 Wdo 3 =45 Vde

13—4
F

HIMYNY -

Analog Inputs

Analog inputs refer to the GND Terminal of the equipment, consequently, the power supply used to feed
the sensor must share the GND terminal with the equipment.

Voltage inputs (0-10V / 0-1V)

Parameter Value Units
Full scale 10/1 Vdc
Precision 1/01 mV
Input impedance 11.4 KQ

The following two examples show how to connect and analog voltage input for a single power
supply or for independent power supplies.

& Analog Input — | Analog Input
= | = |
o o
o o
= 4 +
() \
£ £
! 3,
U )
; i f;_ i
| f 10 - 30vdo | E |1o - 30vde
il il
L |GHD 3 2| |GHD
IR il |65
3 L ' 3 L
Current inputs (4-20mA)
Parameter Value Units
Full scale 20 mA
Precision 10/1 uA
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Shunt resistance | 100 | Q

The following two examples show the connection of a 4 — 20 mA sensor sharing the power supply with
the equipment for passive sensors or for active sensors with independent power supply.

Analog Input

@l ~ | Analog Input
v ol -
= I = le
0 0
o + =]
) 0- 20 mA 2] 0-20mA
= =
5 =l
%) K7
03 o
) A
(7 - "
o +¥fin ’i +Win
7 | afll
y : 0 | 3
' 3 10 - 30vde ' 4 10 - 20vdc
2 o > f:
§ 2] |GHD § 7 g
3 ) 3 o
H S H ]

PT100 inputs (GRD-3621-XF-3G/4GA/AGM only)

Parameter Value Units
Full scale -199 to 849 °C
Precision 0.1 °C

In the following diagrams you can see how to connect 2 and 3 wires PT 100 sensors.

AGND(9)

AGND(10)

@ | A1 (8)

PT100
2 WIRES
@ | AcND(9)
@ | AGND(10)
@D | A1 (8)
PT100
3 WIRES
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f For GRD-3G/4GA/4GM, GRD-MQ, cLAN-MQ and cLAN-XF
V2.0+

Embedded Modbus master (Input/Output extension)

Depending on the GRD/cLAN model, it can have an internal Modbus master, which will allow you to
increase the number of inputs/outputs of the device. We will now see the configuration and utilization.

This master will let you load a maximum of 100 Modbus queries to which will be able to configure certain
parameters. Each one of the queries can be mapped as an input/output channel, and be able to configure
the generation of Historicals and reports.

In “GRD Config” you will find a tab called “Modbus” where you can configure the general characteristics
of the Modbus master and Queries.

To use the Modbus master set the serial port in "Modbus Master" mode

Configuration of the Modbus master

Configure one serial port in "Modbus Master" mode

il ™
& GRD Config [ETNEES| BN
File Software Configuration Communication Tools Help
|[] EE K- = CONNECTION CLOSED

Xe

Manitor Send Configuration - Get Configuration

Serial Port Configuration

@ Description
FY 4 COM A Configuration

= G5M,/GPRS ( M
I

ﬂ VIV Baud Rate: 9600 -
= Data Bits: E =
'@, Serial Port : :
Parity: none |
\-: [ modbus Flow Control: jOF’F -
. - .
Y Stop Bits: .1 =
= Inputs/Outputs
B |
2¢ Channels End Character: |13 [7] Enabled

7] sms Time Window: 100 ms Enabled
l Cancel l

W y

Inside the “Modbus” tab enter the “General Configuration” menu, where you can configure the Modbus
master.
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S GRD Config

Communication

File:

Software Configuration

Tools  Help

HeE HEG

e

E’ Description
e
= GSK,/GPRS
T
Ly
o
'@ Serial Port
T
\ [  Modbus
k LN —
15 Input / Ouputs
-
2¢ Channels

Gek Configuration

Monikor Send Configuration -

Modbus configuration

| General
@._: Configuration

Modbus
Queries

File Software Configuration  Communication  Tools  Help

LT

& E

Description
Fs
G5M/GPRS

Serial Port
T
[E€]  Modbus
LN —
15 Input / Ouputs

y

20 Channels

Send Configuration H Get Configuration
B — — I

Modbus configuration

General configuration

Transmission mode: |RTU 4

Time between polls; ms

Response timeouk: 300 ms

Retry:

[ Cancel J

Transmission mode

It refers to the Modbus protocol to be used, being RTU or ASCII.
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Time between polls

This is the time the equipment will wait before sending a query after having received the response to
another query.

Timeout
This is the time the GRD/cLAN waits for the arrival of a response from the slave.

Retry

The retries are the number of times that the master will send the query if we don’t have a valid response,
before considering the value of the query as 0, while the quantity of retries is not met, the master will
maintain the previous value.

Configuration of the Modbus queries

Once the master is configured we can add the desired queries entering the “Modbus Queries” menu and
inside “Modbus”.

S GRD Config

File Software Configuration Communication  Tools  Help

HrE EEG

e

Monitar Send Configuration - Get Configuration

Modbus configuration
@ Description

-

GSM/GPRS — % ' General } Modbus

o =[ ¥ Configuration Queries
—r" ra

VY

= :

'@ Serial Port
T TEEE

\ M Modbus 0 g s -
AR e

| s Input S Ouputs
EEL. U w T

20 Channels

Inside the “Modbus Queries” a list will show us all the added queries and their parameters, which we will
be able to modify. To add a query we click on “Add” or “Del” to erase it.
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(& GRD Config E=EERS=)

File Software Configuration Communication Tools Help
|D EE H-t4 = Ethernet Connection Opened (192.168.0.213)

e

Manitor Send Configuration - Get Configuration

Modbus configuration
'S¢+ Description

= Master Modbus Queries

-r Query # Reference Slave ID Command Address Quantity
MW Q1 MB-Ax1 1 HOLDING REGISTER 1 2
= Q2 MB-Dx32 1 INPUT REGISTER 1 1

v
'@ Serial Port
A 1

R 8
\ [¥] Modbus

- o
?{_ Inputs/Outputs

2¢ Channels
] 11 b

I
. =

L

If we click on “Add” a screen will be displayed in which we will be able to configure all the parameters of
the query

[ MNew Query - N — " u‘
Features i
Reference:  MB-xx3
Slave ID: IIl
Command: [I.NPUT REGISTER. v
Address: II‘
Length: E]
Variable Type: [INTEGER = ] [] Swapped
Multiplier: 1.0 -
Offset: [0 ]

(o ) [[cma

Slave ID

It is the address of the slave we wish to query.
Command

Here we can configure the type of register to be queried:

e INPUT REGISTER
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o INPUT STATUS
e HOLDING REGISTER
e INPUT REGISTER

Address

In this parameter we load the address of the query, the value can be between 1 — 65536.

Length

With this parameter we will be able to define the number of registers we want to query, this length can be
1 or 2 according to the type of query.

If the query is of the “Input Status” of “Coil Status” type, the length will necessarily be 1, that is, no
modification will be allowed.

If the query is of the “Input Register” or “Holding Register” type, the length can be 1 or 2, implying that as
a result of the query we will have 16 or 32 bits respectively.

Variable Type

This parameter is very important since it defines how the GRD/cLAN is going to store data received from
a query. The types of variable that we will select depend on the type of queried register and its length.

The types are:

BIT

BIT WORD

INTEGER

INTEGER SIGNED

INTEGER 32 BIT SIGNED (Address 40001 will get registers 40002:40001)
FLOAT 32 BITS (Address 40001 will get registers 40002:40001)
INTEGER 64 BITS (Address 40001 will get registers 40004:40001)
FLOAT 64 BITS (Address 40001 will get registers 40004:40001)

Swapped

Registers will be ordered in a diferent way in querys with register length greater than one.

INTEGER 32 BIT SIGNED (Address 40001 will get registers 40001:40002)
FLOAT 32 BITS (Address 40001 will get registers 40001:40002)
INTEGER 64 BITS (Address 40001 will get registers 40001:40004)
FLOAT 64 BITS (Address 40001 will get registers 40001:40004)

Offset

The offset can only be selected when we define the type of variable as “BIT WORD” this means that
from a Modbus query that returns 16 bits we can keep the result of 1 bit. The value of this parameter
goes from 0 to 15, being 0 the LSB and 15 the MSB.

Types of queries

We will now see the types of queries we can create and according to its parameters to which channel we
will be able to add them.

Register type |[Length Data type Offset Channel

Input Status 1 |BIT - lor O
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Coil Status 1 BIT - lor O
Holding 1 |BIT WORD 0to15 |lor O
Register
INTEGER - AN or Pl
INTEGER SIGNED - AN or Pl
2 |INTEGER 32BITS - AN or Pl
SIGNED
FLOAT 32 BITS - AN or Pl
4 |INTEGER 64 BITS
FLOAT 64 BITS - AN or Pl
Input Register 1 |BIT WORD Oto15 |lor O
INTEGER - AN or Pl
INTEGER SIGNED - AN or Pl
2 |INTEGER 32BITS - AN or Pl
SIGNED
FLOAT 32 BITS - AN or Pl
4 |INTEGER 64 BITS
FLOAT 64 BITS - AN or Pl

2022-03-17
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Channels

Channels are the media through which information about inputs/outputs of the MW (or broker) equipment
are sent or received.

These channels can be linked to physical entry points of the equipment like MODBUS queries according
to their compatibility with the channel.

The GRD/cLAN have 4 types of channels::

Digital inputs channels
Digital outputs channels
Analog inputs channels
Pulse inputs channels

The most common option is to link them in the following manner:

Channel InputhutputI

[1..n DI1..n

O1..n DO1..n

AN1..n All..n

Pl1.n DH1..n

Where:

Ix: is a digital input channel.
Dix: is a physical digital input.
Ox: is a digital output channel.
DOx: is a physical digital output.
ANX: is an analog input channel.
AlXx: is a physical analog input.
Plx: is a pulse input channel

Beyond the most common way to link the channels like the previous example, it can be done in a
disordered manner or repeating them. This means that you could create a channel 15 linked with the DI13
input and a channel 16 that is also linked to the DI13 input.

On GRD/cLAN with serial port, /O channels can be linked to Modbus queries if you use the embedded
Modbus master feature. If you do it, the queries will be shown on the "source" combo box (MB-DIx, MB-
DOx, MB-Alx or MB-PIx)

On GRD/cLAN with script programming support you can link script variables to any channel. The
channel will take variable value to send reports and when creating historical records. You can also
change the variable channel remotely if you link it with a digital output channel.

Adding Channels

To add channels in the “Configurator” you must enter the menu “Channels -> Type of desired channel”.
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Channels

S GRD Config

File Software Configuration

Communication

Tools  Help

FI=L I I 1=

e

Description
F iy
GSM/GPRS
T

@MW

Serial Port

3
TEEEE VT
\ i Modbus

t Input / Ouputs

TMonikor Send Configuration - Gek Configuration
Channels configuration
- Digital : Digital = Analog
Inputs Outputs (= Inputs
=2 Channels = Channels —_" Channels

R

= " Pulse
Inputs
= Channels

After selecting the desired channel and among any of the 4 you'll have the option to add or remove, it is
important to point out that within each channel only inputs and outputs compatible with that channel will

appear.

You will now see an example of how to add a digital input channel.

File Software Configuration  Communica

FiI=zZL =

Description
nr
GSM,/GPRS
fu W

e
'@ Serial Port

T UV
| [#]  Modbus

1 Inputs/Outputs

D |
26 Channels
[7] SMs

New Analog Inputs Channels

BK CEEED

Features

New Channel: 5
Al ~ii |~
ME-AT
War
Percentage: Sy
By Time: Enable
Tirvie: mir
rHistarical
By Alarm: I A I
Maimum (%) on - |Disabled
Tlimirurn (49 on-> |Disabled

Hysteresis (W)
By Time:

Current

[] avwerage
[ Mirirruni
[] Maximum

Tirme Lapse: min

COMMECTION CLOSED

Lion

Historical
By Alarm
Enabled
min Disabled s
min Disabled T
mir Disabled
mir Dizabled
b
} |
[ Back ]
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To erase a channel you only have to click on the “Del” button of the channel previously selected.

Since firmware GRD-3G/4GA/4GM 1.9+ and cLAN 2.8+ and new channel source called "Mem"
is added

@ This source is linked to a 100 position volatile memori that can be read and wrote from the script
using read _io 305andwrite io 305

The signal level can be configured as analog channel source in GRD-XF-2G with firmware 4.0.0

@ or higher.

T his feature is available in all GRD-3G/4GA/4AGM

2022-03-17
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& For GRD-XF-3G/4GA/4GM and cLAN-XF V2.0+ only

Reports and Historical records

There are 2 types of information that the GRD-XF/cLAN-XF can send. On one side, we have the reports
that contain the real values of inputs and outputs updated according to the criteria configured in the
device. We can select the values we want to have updated and under which conditions and only when
there is a connection with the MW-XF. On the other hand, and independently, we have the Historicals,
which are made of registers of events and time (logs) that are stored in the GRD-XF and are sent to the
MW-XF.If there is no connection the registers remain in the equipment until they are recovered.

Historicals and reports are configured on the channels.

Reports

We will now see the types of reports and how to configure them. The reports are configured individually
in each channel, to access the report configuration screen go to the Configurator, the “Channels” menu
and here select the type of channel and channel number by double clicking on it. A configuration screen
will be displayed where you have the available configurations for that channel.

It is important to be aware that when the GRD-XF losses connection with the MW-XF and recovers it or
is the first time it is connected, it sends a message with all configured reports.

Digital inputs channels reports:

The following figure shows the configuration screen of the digital inputs reports:

Edit Digital Inputs Channels *
Features
Selected Channek: 1
Source: OI w (|1 "
B | |
5 Reports
By Change: Enable
By Time: Enable
Time: 5 mir
| }|
Histarical
By Change: MW []sMs
oK Cancel

Report by change

If a report by change of a digital input cannel is enabled, a change of value will generate a message that
will be sent to the MW-XF. This way, only the events of interest at the moment they occur, are reported, if
one of the inputs with a disabled report changes value it will not be reported.

Report by time

It defines the time in minutes which determines how often a report message is generated. Let's suppose
that we are interested in updating an input channel every five minutes independently of the changes that
occur, the only thing we need to do is to enable the report by time and configure in 5 minutes, this will
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force the report message that will update the input value in the MW-XF every 5 minutes.

Analog inputs channels reports:

The following screen shows the configuration screen of the analog inputs report. The analog inputs have
2 types of reports, on one side reports by percentage change and the other one temporary report.

-
Edit Analog Inputs Channels

|

AMNZ
AM3
ANG
AMNS

Features
Selected Channek
Source:
Reports
By Change:
Percentage:

By Time:

Time:
Historical
By Alarm:

Maximum (V)
Minimum (V)

A P

:Percemage - |
5 o

[¥] Enable

1 min

[7] Enabled

1 on -> |Disabled

on -> |Disabled

Hysteresis (V)
By Time:

[¥] Current

[~] Average
[] Minimum
[] Maximum

Time Lapse: 10 min

L A

Report by change

The report by change is enabled in the channels we want to be updated in the MW-XF every time that
the signal changes

By Change: ;Percemage v
Percentage: Disabled
Percentage
By Time: Quantitative

The "percentage" report will report if the input changes a percentage from full scale. The full scale value
will depend on the input type.

The "quantitative" report will report if the input changes a configured absolute value. .

Report by time

It defines a time in minutes which determines how often a report message is generated.

Digital outputs channels reports:

In this case we only count on a temporary report, the change report is always enabled, this means that
when a change occurs in one of the outputs, it will be immediately reported. The purpose of having the
change report permanently enabled, is because the report can be used as verification of a remote
activation.
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Edit Digital Outputs Channels *
Features
Selected Channek: 1
Source: Lo w (|1 "
05 ;
06 Reports
By Change: Enable
By Time: [] Enable
Time: 1 min
| rHistorical
By Change: Omw []5Ms
oK Cancel

Pulse inputs channels reports:

The pulse channels have 2 types of reports. On one side the reports by performed count and on the

other the temporary report.

Edit Pulse Inputs Channels *
Features
Selected Channek 1
Source: DI w |1 e
PIS
PIS Reports
By Count: []Enable
Count: 10
By Time: Enable
Time: 5 min
| imbnrie—l
By Time: [] Enable
Time: 1 mirn
Reset Counter: Mo
oK Cancel

Report by count

In the counts number report the device sends a message to the MW-XF each time the desired input
counts a number of pulses from the last report of this channel, by counts or by time.

Report by time

It defines time in minutes which determines how often a report message is generated.

Historical records

Historicals allow the device to store the events as changes in inputs or outputs being either on-line or off-
line and then transmit them to the MW-XF for further visualization and analysis. These Historicals will let
you know the value and number, of an input or an output that has been modified and the date and time
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the event took place.

100000 events in off-line mode.

The GRD and the cLAN have the capability of storing up to

Para acceder a la pantalla de configuracion de histéricos debe ir en el Configurador al menu “Channels”
alli seleccionar el tipo de canal y luego el numero de canal haciendo doble clic sobre él de esta manera
accedera a una pantalla de configuracién donde tendra las configuraciones disponibles para dicho

canal.

Digital input channels historical records

In this case the digital input channels have Historicals by change, this means that a register is generated
for every change of this input. The following figure shows the screen to enable these Historicals.

Edit Digital Inputs Channels

Features
Selected Channel:

Source:

Reports
By Change:
By Time:

Time:

Histarical

By Change:

Enable
Enable

3 min

MW []sMs

OK Cancel

>

Analog input channels historical records

Just as in digital inputs it is possible to keep a Historical of analog inputs under two clearly defined

criteria.

On one side we have an alarm type register of Historicals that allows monitoring the limits of tensions

with a determined value of hysteresis.

On the other side, we can create a register of Historicals by time, that is, sample the analog inputs and
store its value every specific time, this type of Historical, in turn, is subdivided into 4 since we can store
the real value, the minimum value, the maximum value or the average in the configured time period.

Once stored in the device's memory, it is transmitted whenever possible, but is never lost under any

circumstance.
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Features
ANZ Selected Channek: 1
AN3
AN4 Source: AL (|1 I
Reports
By Change: Percentage |
Percentage: 5 L7a !
By Time: Enable
Time: 1 min
| |
Historical
By Alarm: Omw  []smMs
Maximum (V) 1.00 on -> |Disabled
Minimum (V) 0.00 on -> |Disabled
Hysteresis (V) 0.00 |
By Time: I
|
Current |
A
D EEes Time Lapse: 10 min
[ Minimum
[] Maximum
|

oK Cancel

By alarm

This criterion defines an operational band through a maximum and minimum. When the analog input
exceeds the maximum value a Historical is generated by maximum, when the analog input is lower than
the minimum a Historical by minimum is generated and when the analog input passes from a maximum
value or from a minimum value to a normal value between both a Historical by normal value is generated.
In this manner we can follow the evolution of the input when it fluctuates between the specified limits. In
addition to the maximums and minimums a value of hysteresis must be defined to avoid continuous
generation of Historicals when the analog signal oscillates above a threshold value. In the following figure
we can see how the hysteresis mechanism works for the maximum.

HISTORICAL BY .
MAXIMUM VALUE P Angogzmnal

-

\ M imum Limits
R

HYSTERESIS
"a.\ Maximum Limits - HY S TERESIS

“
“,
)

HISTORICAL BY
NORMAL VALUE

The same happens for minimum values but in an exactly opposite manner.
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HISTORICAL BY
MNORMAL VALUE

Analog signal \

-, .
- | #

| /

#F Minimum Limits + HYSTERESIS
HY S TERESIS { \

\ - Mlir imiam Limits

HISTORICAL BY
MINIMUM VALUE

It is not possible to configure a value of hysteresis greater than the difference between the maximum and
minimum, and also a maximum smaller than a minimum. We can also associate a digital output channel to
the alarm event by maximum and another one of alarm by minimum, this means that when the analog
input in the maximum range will activate an output and in the minimum another one.

By time
In this case the Historical by time has 4 sub-types.
e Current Historical by time:

This type of Historical makes a unique capture of the value of the analog channel at the moment the
configured time is due and generates the register.

e Maximum Historical by time:

In this case captures are made from the last Historical until the register time is due, when this happens a
Historical is generated with the maximum value measured in this period.

e Minimum Historical by time:
This Historical is similar to the maximum but only registers the minimum value in the time period.
e Average Historical by time:

The concept is the same as in the previous ones but in this case it calculates an average of the value of
the channel in the time period.

The device is prepared to register by cardinal time, this means that if we configure the time in 60 minutes
at 8:38 it will register for the first time at 9:00 hrs, then at 10:00 hrs and so on.

Digital outputs channels historical records

Just as the inputs a Historical by change of the output channels can be made. Take into account that
modifying one of the outputs remotely depends on the availability of the communication with the MW at
that moment
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02
03
04
Q5
06

Edit Digital Outputs Channels

Features

Selected Channek:

Source:

Reports
By Change:

By Time:

Time:

Histarical

By Change:

Enable
[] Enable

1 min

_]5Ms

oK Cancel

*

Pulse input channels historical records

The pulse channels can also generate Historicals in a specific time that can be configured the same way
as in the other channels, as it is shown in the following figure. We can also decide if once the Historical is
generated, we want the counter reset to 0 or not.

Edit Pulse Inputs Channels

F12
P13
F14
P15
PI&

Features

Selected Channel:

Source:

Reports

By Count:

Count:

By Time:

Time:

Historical

By Time:

Time:

Reset Counter:

DI vl

[ Enable

10

Enable

5 min

Enable

5 min

CK Cancel

Delete Historicals

In the need of erasing Historical registers, this can be done by means of the “GRD Config” in the monitor

window with the “Delete” button located next to the indicator of stored Historicals.
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SMinuse: | 1 | SIMState:  |READY
signal: dem GPRS State:r  |CONNECTING
UsedRecords[ 1] ™ Linkstate: |walTING GPRS READY
Date/Time:  [26/05/2011-03:10:49 | [ sync | -
Digital Inputs Digital Outputs _ Analog Inputs Pulse Inputs
Channel = Source Value Cha r lue Channel = Source Value
1§l ME-DIZ6 o ~ ; 0 |- PI1 ME-PI66 o ~
12 ME-DI27 0 1 0 i PI2 ME-PIET 0 i
13 MB-DIZ8 0 € | Historical recards will be deleted. Continue aryway?, .0 PI3 MB-PI6S 0
T4 MB-DI23 o \\/ This may take several minutes 0 PI4 MB-PI63 o
15 ME-DI30 o I PIS ME-PI701 o
16 ME-DI31 0 — [ 5 [ Mo 0 ||| PIe ME-PI71 0 —
17 ME-DI3Z o I PI7 ME-PI72 o
16 ME-DI53 o [i5:3 15 R N0 T ANE TE-Ale I PIB ME-FI73 o
19 MEB-DI34 o 09 ME-DOS o ANT ME-Al64 0.0 PIg ME-PI74 o
110 ME-DI35 o 010 MEB-DO10 o ANID | MB-AIES 0.0 PILO ME-FI7S o
11 ME-DI36 o o11 ME-DO11 0 AN11 | ME-AISL 0.0 PI11 ME-FI91 o
112 ME-DIa7 o 01z ME-DO1Z o AN1Z | MB-Alaz 0.0 PI1Z ME-P192 o
113 ME-DI56 o 013 ME-DO15 0 AN13 | MB-AlG3 0.0 PI13 ME-FI93 0
114 MEB-DI39 o 014 ME-DO14 o AN14 | ME-AlG4 0.0 PIl4 ME-PI94 o
I15 ME-DI40] o 015 ME-DO15 [ AN15 | MB-AISS 0.0 PI1S ME-PI95 o
116 ME-DI+41 o 016 ME-DO1E o AN16 | ME-AlG6 0.0 PI1G ME-PI96 o
117 ME-DI4Z o o017 ME-DO17 o AN17 | MB-AIST 0.0 PI17 ME-P197 o
118 ME-DI43 o 018 ME-DO1G o ANIB | MB-AlSG 0.0 PI1G ME-FI9G o
119 ME-DI44 o 019 ME-DO1D o AN19 | ME-AI&9 0.0 PI19 ME-PI99 o
120 ME-DI45 o 020 MEB-DOZ0 o ANZD | MB-AISO 0.0 PIZ0 | ME-PILOO o
171 ME-DI46 o 021 ME-DOZ1 0 ANZ1 | ME-AISE 0.0 PIZ1 ME-PIE6 o
122 ME-DI47 o 2 02z ME-DOZZ o o[ _AN22 | WB-AIS? 0.0 ||| P22 ME-PI67 o 2
rTe PRI o o= e = T YT oo TS Gomc o

This operation can take a considerable time.

Configuring time

The time can be updated on the monitoring screen by clicking on the “Sync” button. The time is

synchronized with the PC time to which is connected.

SIM in use: {:

Signat -

Used Records: 1} Delete
Date/Time:  |26/05/2011-10:19:53 | [ svme

It is important to disable the Windows option “Automatic time
change according to daylight savings time”. In case of

being in a region with no daylight savings time change the
& time zone and in an area with daylight savings time change the
time zone to a region with it and disable it, then return to your
time zone.

2022-03-17
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f If you connect the GRD/cLAN to the Exemys Telemetry
Server you don't need to read this section

Intermediary Software - Middleware

Middleware (also called MW-XF or simply MW) is software that together with the GRD/cLAN constitutes
a complete tool for the collection of remote data. The MW is basically a server with multiple connections
that allows the collection of data from all existing /cLAN in the field and dumps the information in different
formats to be accessed in different ways.

The MW can be installed on any of these platforms: Windows 2008, 2016, 7, 8 and 10 (32 and 64 bits).
Java Runtime Environment 1.8 or higher must be installed (available for free in www.java.com).

Installation

To install follow the next steps:

e Download the latest MW version from here www.exemys.com/mw and run the installation file

e Awelcome screen will appear, follow the instructions of the installation program which will request
the necessary information to complete the installation. Click on “Next” to continue.

e Destination folder: Select the folder where you want the application program to be installed.

e Wait for the installation program to finish copying all the necessary files on your hard disk, and press
“Finish” to complete the installation process.

Once the programis installed you will see in the Programs menu a folder called Exemys. Inside this folder
you will find another one called MW-XF; this one contains the MW-XF Administrator icon.
If the 32 bit Java Runtime Enviroment 1.8 or higher is not installed you will have problems in the

installation. If this happens, uninstall the MWW, install the Java Runtime Environment and install again
the MW.

In Windows you should have the option “Automatic change of
time according to daylight savings time” disabled, in case
& of being in a region without daylight savings time, change the

time zone to one zone that has it and disable it, then retake the
time zone.

In case of any other inconvenience during installation contact us at support@exemys.com

Operation

It is important to point out that the MW Works is a Windows service. This means that is a program that
works even if no user is logged in and it does not have a graphical interface. To configure you must use
the MW-XF Administrator program, installed together with the MW (or the MW-XF remote
Administrator to do it from another computer).

We now show an internal diagram of the MW-XF. We will be explaining its different parts as we advance
in this manual.
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To configure the Middleware start the MW-XF Administrator program.

The following screen will be displayed.

&= MW-XF Administrator -

Start Configuration Monitor Help

@ Start |

r GRD Server r Modbus Server—

l= Port: 40000
& port
l< Portssi: [ 40001 =

Server Mode: =

A g
MW-XF ADMINISTRATOR -

502

r Transparent Serial Server Num. Ports: 1 E
G port: | 41000
| PIURL: localhost | Port: 2082

The Administrator main screen is divided into three parts:

e The configuration menu
e The control buttons
e TCP/IP ports of servers that include the MW

Inputs .

In this section we will make a general comment about the use of TCP/P Ports. In the corresponding

chapter we will discuss it in detail.

e GRD Server (GRD/cLAN port): Server port to which GRD/cLAN will be connected. There are two
options, "Port" for the regular link, and "Port SSL" for GRD/cLAN with SSL encryption (GRD-4G or

cLAN V3.2 o higher only)

e Transparent Serial Port (TR port): Server port to which the Serial Port Redirector will be

connected

e Modbus Server (MB Port):Server port/s to which the Modbus masters (SCADA) will be connected

There are three more ports that generally are not modified but they are worth mentioning here:
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o MW Administration: Port used by the MW Administrator to connect with the MW service.

e Internal database: Port of internal use between the MW and the internal database that is used to
save the configuration.

e Remote configuration server, this port is used by the GRD Config to connect to the MW and
remotely configure the GRDs.

é Si utiliza SSL refierase al apéndice sobre generacion e
instalacion de certificados SSL.

Starting the MW

To do this we only have to press the “Start” @ button located in the MW main screen.

Once this is done, the MW is ready to receive the GRD/cLAN connections, Redirectors of serial port and
Modbus Masters, and connect to the database (in case it is enabled and configured).

The Start © and Stop Obuttons do not stop the MW service, they only act on the MW servers.

If when you press the start button it does not remain pressed as shown in the following figure, it may be
that some of the TCP/IP ports used by the MW might be busy by some other service of your computer.
Please contact support@exemys.com to get assistance on how to solve this problem.

7= MW-XF Administrator

Start  Configuration _Mmlar_ Hel

GRDs Col
MW-XF ADMIN 5

patabase
I ﬁl Start

MW-XF Remote Administrator

If you need to configure the remote from a remote computer you can install the Remote administrator. You
can download if from here: www.exemys.com/mwadmin

After opening it you will be asked for the IP address/URL where the MW ir running. You must also enter
the MW's remote configuration user and password.

. ™
= Remote Conniﬁj u_‘—]':' e S
Server:  [127.0.0.1
Port: ang2
User: user
Password. (eses
| .ufgunneu:t || () Exit |

L

This user and password can be modified on the MW's adminitrador Start menu, Administrador
Authentication option

2022-03-18
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1) If you connect the GRD/cLAN to the Exemys Telemetry
f Server you don't need to read this section.

2) If you use the GRD/cLAN in Remote Serial Port mode you
don't need to read this section.

Database

The MW has the capability of connecting with a MySQL or SQL database. In doing so, it creates a
schema and a database with the designated name in its respective configuration that in turn is made up
of 3 tables where information is exchanged with the MW. Through these tables, you can get information
on the status of the device inputs and outputs, you can also read historical values and you can also
actuate on the outputs.

You have to bear in mind that there are 2 types of information that the device can send. On one side, the
reports containing real values of inputs and outputs that are updated according to the criterion configured
in the device, from which we can choose what we want to have updated and under which conditions, the
values are updated only when there is a connection with the MW. On the other side, we keep historicals,
consisting of records of events or by time (logs) that are stored in the device and sent to the MW. In case
of not having a connection the records remain in the equipment until the recovery of the connection.

When loading the parameters of the connection with the database and the MW is started, the schema
and tables are created automatically.

A detail of the tables with their different fields are detailed and in a separate appendix some queries are
shown regarding the access to them.

Reports table

The reports table stores the latest values sent by the device, as well as its status. When a new
GRD/cLAN is created, this is automatically added to the reports table and from then on the status is
available through this means, it only remains to make the appropriate queries to know the desired
parameters. There is an entry in the table for each GRD/cLAN and the table being updated with the
reports from that device. The date field in first instance takes the NULL value until the arrival of a
consistent report.

Table name: "reports”

Field Description Condition Possible values
grd_id GRD/cLAN ID number - 1 to 4000
state Shows the link state Connected 1
Disconnected 0
i1t0i200 |Status of digital inputs On 1
channels
Off 0
0110 0200 [Status of digital outputs On 1
channels
Off 0
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an1 to Value of analog inputs 0-1v with 3 decimals 0 to 1000
an200 channels
0-10v with 2 decimals 0 to 1000
0-1v with 4 decimals 0 to 10000
0-10v with 3 decimals 0 to 10000
4-20mA with 2 decimals 400 to 2000
4-20mA with 3 decimals 4000 to 20000
Signed Modbus -32768 to 32767
Unsigned Modbus 0 to 65535
Script Variable -2147483648 to
2147483647
PT100 (-200 °C a 850 °C) -2000 to 8500
p1to p200 [Values of the pulse inputs Physical inputs 0 to 1000000000
channles
Modbus or script variable -2147483648 to
2147483647
date Date of last report - Ex.: 2008-12-30 17:44:50

Historicals table

The Historicals table stores history reported by all the devices. There are different types of Historicals,
for example, by digital inputs, by digital outputs, by analog inputs and within these it could be by time or

by change.

For more detail on Historical types that can be reported, please refer to the device manual which shows
details of each one and how to configure them.
The table containing the information has the following format.

Name of the

Table: "historical”

Field Description Condition Possible values
historical id |Record ID number |- -
grd_id GRD/cLAN ID - 1 to 4000
number
register_type [Channel type Digital inputs channel (Ix) 8
Digital outputs channel (Ox) 9
Analog inputs channel (ANXx) 1"
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Pulse inputs channel (PIx)

12

timestamp Record date and time |- Ex.: 2008-12-30 17:44:50
insertion_time |Record database - Ex.: 2008-12-30 17:44:50
insertion time
address Channel address All channel type 11to 100
value Channel value Digital inputs channel (Ix) 0 or 1
Digital outputs channel (Ox) 0 or1
0-1V analog inputs channel with 3 decimals [0 to 1000
0-10V analog inputs channel with 2 decimals |0 to 1000
0-1V analog inputs channel with 4 decimals |0 to 10000
0-10V analog inputs channel with 3 decimals |0 to 10000
4-20mA analog inputs channel with 2 decimals 400 to 2000
4-20mA analog inputs channel with 3 decimals 4000 to 20000
Pulse inputs channel (PIx) 0 to 999999999
MODBUS signed ANX/PIx channel -32768 to 32767
MODBUS unsigned ANX/PIx channel 0 to 65535
MODBUS 32 bits Integer ANX/PIx channel  |-2147483648 to
2147483647
MODBUS 32 bits Float ANx/PIx channel -2147483648 to
2147483647
MODBUS 64 bits Integer ANX/PIx channel -2147483648 to
2147483647
MODBUS 64 bits Float ANx/PIx channel -2147483648 to
2147483647
Script variable ANX/PIx channel -2147483648 to
2147483647
PT100 (-200 °C a 850 °C) analog inputs -2000 to 8500
channel
historical_typefHistorical record type |Digital inputs channel NULL
Digital outputs channels NULL
"By Time" analog Current 1
inputs channel record |Period Minimum 5
Period Maximum 6
Period Average 7
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"By alarm" analog Minimum level 2
inputs channel record [Normal level 3

Maximum level 4
"By Time" pulse inputs channel record. 1
Current

Commands Table (For MW 4.4.2 or superior)

The commands table is used to remotely on the GRD/cLAN. By writing parameters on the database it is
possible to:

1) Turn ON/OFF digital output channels (Ox)

2) Turn ON/OFF digital input channels (Ix) (GRD-3G/4GA/4GM or cLAN V2.0+)

3) Set the value to analog inputs channels (ANx) (GRD-3G/4GA/4GM or cLAN V2.0+)

4) Set the value to pulse inputs channels (PIx) (GRD-3G/4GA/4GM or cLAN V2.0+)

5) Force the GRD/cLAN to send a report (Ix, Ox, ANx or PIx) (GRD-3G/4GA/4GM or cLAN V2.0+)

The channel value can be set remotely only on channels linked to sources that can be written (physical
outpus, script variables, Modbus holding registers, Modbus coil status, pulse channels linked to physical
inputs)

The MW is continuously checking if any command has been written, if this is the case, it removes it from
the database and takes action. If the entered data have errors, the parameters will be eliminated without
taking any action.

Name of the table: "commands"”

Field Description Valid values

command_id Command ID value (this  |Any unused integer value
value can be null)

function Command type to execute |0 - Modify channel value (lx,

Ox, ANXx or PIx)
1 - Force channel report

GRD/cLAN ID number
grd_id 110 4000

register_type Channel type 8 - Digital inputs channel (Ix)
9 - Digital outputs channel
(Ox)

11 - Analog inputs channel
(ANX)

12 - Pulse inputs channel
(PIx)

output_number Channel address to 1to0 100
modify/report (the name

output_numbr is used for
backwards compatibility)

Value to set (ignored in
state reports) Digitals: 0 or 1

Analogs/Pulses: Depending
on the source linked to this
channel.
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date ignored)

Current date (it can be

Ex: 2008-12-30 17:44:50

Commands Table (For MW 4.4.1 or previous)

The commands table is used to actuate on digital outputs of the GRD/cLAN. By writing parameters on
the database it is possible to enable or disable any of the equipment outputs.

The MW is continuously checking if any command has been written, if this is the case, it removes it from
the database and takes action. If the entered data have errors, the parameters will be eliminated without

taking any action.

Name of the table: "commands"”

Field Description  |Valid values
command _id |Command number
GRD/cLAN ID
grd_id number 1 to 4000
Output number that
output_numbenwants to be modified|! to 100
Status to be taken
state 0 (Off)
1(On)
Current date (it can
date be ignored) Ex: 2008-12-
30 17:44:50

Database configuration

To access the database screen the MW must be stopped by pressing the Stop button on the main

screen, we then go to Configuration

-> Database.

7= MW-XF Administrator

Start |§011ﬁgwstiu'| fonitor  Help

l# /]
| Advanced
L L

| cRDs

@ 3 Uszer - Transparent Serisd Port
G Slave - Modbus Serial hus £

| Databese s

T == rort

e

The Database screen displays the database where Historicals, reports are stored and it accepts possible

changes in the digital outputs.
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7= Database Configuration E| |E; rg|
rDatabaze Configuration =l

Enable databsse

PURL: | locahest
Port: [ e
U=er: root

Pazsweord: l—
Marme: IT

Language:
Type: iy S50 -

| HSave || ¥ Cancel |

From here we can modify the configuration of the base, the IP address, the port, name and type of
database (MySQL and SQL) containing the information and also configure the user and password so the
MW can have access to the database.

The (MySQL o SQL) database must be created and the user
A configured for the MW must have read and write privileges
enabled in the database.

Database monitoring

To determine the status of the database we can access the monitoring screen in Monitoring -> Database.

7 Database Monitor E”EIE

&
IPALIRL: localhost
Port: 3306
Databasze: groxf
Reports Table: Ready
Historical Takle: Ready
Commands Table: Ready

Database monitoring indicates the functioning of database tables and are presented in the following
screen.

.................

tonitor | Help
GRD= Connected
Databasze

The IP address, the port and the name of the database must coincide with the data entered in the original
configuration, then we find the three tables that make the database for the MW. If everything is working
correctly, the three tables should indicate “Ready”, if this is not the case verify the IP address, the
connection port, the user name and password; verify that the MySQL base is working and that the users
have read and write privileges to access the database.

2022-03-17
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f If you connect the GRD/cLAN to the Exemys Telemetry
Server you don't need to read this section

Internal Modbus slave of the MW

The MW has an internal Modbus slave that contains the values of inputs and outputs, the values read
from this slave are those corresponding to the GRD/cLAN reports and not to the Historicals, these are
not accessible via Modbus. In order to visualize the current GRD/cLAN values the desired reports in the
equipment must be enabled. Access to the internal slave is through queries to slave number 247.

Queries to external slaves are made the same way as to the internal slave. Its map contains the values of
8 analog inputs, 8 digital inputs, 8 digital outputs, 2 pulse inputs and the state of all GRD/cLAN from ID 1
to 4000, this means that if the GRD/cLAN has more inputs/outputs we won'’t be able to query them
through this method. It is also possible to act on the digital outputs modifying their state at any instance.
Queries can be made, for example, froma SCADA.

The TCP port to accept the incomming queries must be configure on the MW's main screen. You can
also chose here to use Modbus TCP, Modbus RTU over TCP or Modbus ASCI| over TCP.

&= MW-XF Administrator — *
Start Configuration Monitor Help
B .
MW-XF ADMINISTRATOR -
© start
"GRD Server ————————————— | [ Modbus Server-
L= Port: | se00

& port: S0z
L= Port 55L: 5603

Server Mode: [MBRTU | w
Mum. Ports;  |MBTCR

 Transparent Serial Server -

: MB RTU
E port: [ 41000

KB ASCI

|IP.|’URL: localhost Port: 8082

Internal map

The information of each GRD can be visualized in different forms according to the type of parameter you

want to see. Each GRD has a specific location in the Modbus map, this location is determined through
the ID number.

Input Register

In the input register we find the digital and analog inputs, as well as the value of digital outputs. Each
GRD has a total of 16 register that contain the following information.

Record number Information
Record 1to 8 Analog 1to 8
Record 9 Digital inputs
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Record 10 Digital outputs
Records 11 to 14 Pulse inputs 1 to 2
Record 15 Reserved

Record 16 State

The calculation to determine the address of a record for a particular device is the following:
Records X = 30000 + (GRD_ID — 1) * 16 + Record number (1 to 16)

As an example, let’'s suppose that we want to read the analog input 3 of the GRD with the ID = 87.
Analog input 3 corresponds to record 3, then.

Record 3 (GRD 87) = 30000 + (87 -1) *16 + 3
To be able to see the desired value we have to access record 31379.

Digital inputs and outputs are grouped in a single record that contain in its bits the corresponding values,
knowing that input 1 of the device corresponds to bit 0 of the record and input 16 corresponds to bit 15 of
the record we can determine each one. The outputs are located in the records the same way.

To know the state of the connection we can read record 16 in bit O, if this bit is 1 indicates that equipment
is connected, while 0 indicates that the equipment is disconnected.

Pulse inputs are located in records 11 to 14, each one of the inputs takes 2 records to be able to cover
the range 0 to 1000000000, the lower record represents the higher part of the number and the upper
record represents the lower part of the pulse count.

Holding Register

All Input registers values are copied to holding registers. Use the same calculation to get the right
address for every channel.

Input Status

In the input status we can read the state of digital inputs of all GRD/cLAN. Each devices occupies 16
positions and the calculation to read the value of one of the inputs is the following.

Input X = 10000 + (GRD_ID — 1) * 16 + Input number (1 to 16)

For example, if we want to know the value of input 8 of the GRD with and ID =6 the calculation is the
following.

Input 8 (GRD 6) = 10000 + (6 - 1) * 16 + 8

It is equivalent to address Modbus 10088.

Coil Status

In the coil status records we visualize the digital outputs of the equipment. To determine the address of
the outputs for each GRD/cLAN we calculate:

Output X = (GRD_ID — 1) * 16 + Output number (1 to 16)
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For example, if we want to access output 4 of the GRD with an ID = 45 the calculation is the following:
Output 4 (GRD 45) = (45-1) *16 + 4 =708
It is equivalent to address Modbus 708 of the coil status.

If we write on these records the state of the outputs are modified, this means that we can modify the state
of the outputs of a device from the Internal Modbus slave.

2017-11-23
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Connection between GRDs and Middleware

Configuration of the GRD-XF to MW-XF connection

Communication with Middleware uses a TCP/GPRS connection. To be able to establish the connection
it is necessary to:

Place the antenna correctly and ensure GPRS coverage.

Place the SIM card, and, if necessary configure PIN.

Configure correctly the cell phone operator for the establishment of the GPRS connection.
Configure correctly the connection from the GRD-XF to the MW-XF

Configure the GRD ID and password.

Have a MW server running (read the "Intermediary Software - Middleware" section)

Configuring the MW connection

All TCP connections need a Server which awaits a connection request in a pre-established port and a
client that, at the right time, will establish the connection to such server. The GRD-XF works as TCP
clients, so we must have a Server (MW-XF) to wait for the connection request. We now explain how to
configure the GRD-XF to establish communication with Exemys Middleware. We enter the MW-XF menu
and configure the following parameters:

If connect the GRD to Exemys Telemetry Server the GRD
A ID, GRD Password, IP/URL and Port will be provided by
Exemys.

= GRD Config

File Software Configuration Communication  Tools  Help

LeE EEG

@ Description
T [JssL
= GSM,/GPRS
= mr GROD IO 557
G Mw GRD Password:
L
'@ Serial Port B
- . IP J URL: | 2. eX ety 5. o I —— ‘
\. M Modbus Port: 40000  unhasaos
- . — .
s Input / OQuputs -
U o—
24 Channels

Cancel

Enabling the connection with MW-XF and SSL
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When this option is enabled, we tell the GRD to establish connection with the specified configuration. If
this option is disabled the GRD-XF will not establish connections.

If you are using a GRD-XF-4G, you will be also be able to enable SSL encryption for the link between
the GRD-XF and the MW.

f If you use SSL mode please read the SSL certificate creation
and installation appendix.

IP/URL

The IP address or URL of the server where the MW-XF running must be entered here. The GRD-XF
can resolve URLs using DNS.

Port

The server port must be entered in this field. The default port for the regular conexion is 40000. For SSL
encryption the default port is 40001.

Configuring the ID and password

The GRD must be connected to a MW-XEF, this is why it is absolutely necessary to place an ID number to
identify the GRD-XF at the moment of connection and with a password if necessary.

1D

If the GRD must establish a connection with the Middleware (MW), it has to be identified in order for the
MW allows to remain connected. The GRD ID is part of this identification. If the MW has not configured
such an ID as valid, it will close the connection with the GRD-XF, this is a number from 1 to 4000 and it

must be unique.

Password

The GRD equipment has a password for authentication with the MW, therefore, at the moment of
connection the GRD-XF password is verified against the MW password, if there is a coincidence, the
connection is accepted. Additionally, GRD-XF equipment can be configured and monitored through SMS
messages. In the case of the configuration, it can be protected with a password. So when the SMS is
sent, it must include the password to be able to make modifications. The password should have a
maximum length of 8 characters.

Advanced:
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S GRD Config

File Software Configuration  Communication  Tools  Help

B

. (7] SMS

FIZEN B

Xe

Monitar

MW connection configuration
@ Description

Send Configuration - Get Configuration

ir Enabled [ssL
= GSM,/GPRS
M
G i GRD Password: |:|
L
'@ Serial Port
-_— VTER I URL: |m2m.exemys.com
wl  Modbus
.
W T
% Inputs/Outputs
e o
x Channels I Inackivity: |11 i,
L

Watchdog Timer: |288|3|

| mirt, I

[ Cancel ]

Inactivity time
This is the time the GRD-XF takes to decide that the connection with the MW has been closed.

Watchdog Timer

This parameter defines how long will wait the GRD-XF to reboot if it can't establish a connection to the

MW.

A

Available since firmware 4.0.0

Configuration of the connection in the MW

A

If connect the GRD-XF to Exemys Telemetry Server you
don't need to read this section

The port in the MW must have the same configuration as the one in the GRD-XF, that is the TCP port
through which the “GRD server* connections are received. This port must be ready to receive
connections, which means that it should not be blocked by any type of firewall or router.

Since MW 6.0.0 incomming SSL connections are allowed from GRD-XF-4G
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VW-XF Administrator - X

Start Configuration Monitor Help

e
MW-XF ADMINISTRATOR @ -

Q Start Stop

rGRD Server - Modbus Server

l= Port: 40000

& port: 502
l= PortssL | 40001 =
Server Mode: [MBRTU |+ |

r Transparent Serial Server Num. Ports: 1 E
G port: | 41000
IP/URL: localhost lPurt: aoaz

Adding a new GRD-XF to the MW-XF

We first create a GRD-XF with the same ID as the one loaded previously in the equipment, this is done

from “Configuration -> GRDs” click on “New GRD”.

The password must be entered if there is one previously loaded in the equipment, otherwise, it should be

kept blank.

The “Telephone” and “Description” parameters are optional, these help the user with the identification of

the GRD-XF beyond the ID.

As to the "Serial port mode” we select as an example “Not Configured”, this refers to the mode of

operation of the GRD-XF serial port, in this case it will not be used.

The 2 operational modes will be detailed later, as at the moment we just want to establish the connection

between the GRD and the MW.

{& GRDs Configuration - O
l:_x_ Hew GRD ‘ l:,_‘ Delete GRD ‘ ‘ @. Users 1;, 5Iaves|
GRD W Phone number Description Mode of Serial Port
4 - 0 Cio = A ARET e
2 Produccion 2 El TRANSPARENT =
Produccion 3 L TRANSPARENT
4 IMEL:868450040570960| NOT CONFIGURED ||
GRD Id: | 1
Password: |I..I
Confirmation: |
Phone number: |1161 a7iz224
Description: |Pruduu:c:iun 1
Mode of Serial Port: |TRANSPARENT | - |
Automatic update: |Enabled | - |
Time zone: |GuT-03:00 [~

@ With this, the GRD-XF is added so the connection can be
established. We end the basic configuration in the MW-XF.

Monitoring the GRD-XF to MW-XF connection
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Monitoring the connection in the GRD-XF

To verify whether the entered configuration into the GRD-XF is the correct one we have the possibility of
monitoring the status of the connections and the signal.

To access the monitoring screen of the configurator click on the “Monitor” button. Then, the following
screen will be displayed:

SIMState:  |[READY

pld GPRS State: |CONHECTED
Delete :

----- Link State: |COMNMECTED

. = CONNECTED

From here, the following parameters related to the connection are of interest: “Signal, SIM State, GPRS
State and Link State”.

Signal level

It indicates the signal level in dBm, the minimum value is -113 dBm, data transmission is impossible at this
value.

Use this chart as reference for signal qualtity.

-51 dBm -79 -88 -95 -104 -113

Excellent Very Good  Good ©  Poor Bad Mo signal

SIM State

e Disabled: The SIM (Chip) is disabled from the GRD-XF configuration.

Attaching: It is being registered in the GSM network.

Selected but not resent: In models with SIM detection it indicates that the SIM is not placed.

Pin Required: This message appears when a SIM card requires a PIN.

PIN Error: This message shows that the PIN entered is incorrect.

If a PIN is entered incorrectly 3 consecutive times, the SIM card
A will block. To unblock it, you would need to enter its PUK. For
more information contact your cell phone operator.

e SIM Blocked: The SIM card is blocked, to be able to enable it you must enter its PUK. This
operation is not possible using a GRD, and you will need a cell phone or another device to release
the card.

If the PUK is entered erroneously too many times (the number
é of times depends on the telephone operator) you should change
the SIM card. For additional information please contact you cell
phone operator.

o Low Signal: The signal level is insufficient.

Connection between GRD-XF and Middleware
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Ready: It is registered in the network.

GPRS State

The following are the possible states of the GPRS connection.

Disabled: The GPRS connection is disabled in the GRD configuration.

Waiting SIM Ready: The GPRS connection is disabled but is waiting for the equipment to register
a GSM.

Connecting: Is in the process of connection.
Connected: Successful connection to GPRS.

Error: Error in the connection to GPRS, it will retry in 30 seconds.

Link State

The TCP connection state can also be monitored. Remember that to be able to establish such a
connection, you must count first on a GPRS service.
Once the GPRS connection is established, the possible TCP connection states are:

Disabled: The T CP connection has net been enabled. In this state the Link LED is off.

Waiting GPRS Ready: The connection to the MW (TCP) is enabled but is waiting for the
equipment to connect to the GPRS to initiate it.

Connecting: The GRD is attempting to establish a connection to the indicated IP address and port.
If the GRD is not able to establish the TCP connection, the length of time in this state might be an
indication of a failure. If it remains in this state for a few seconds (less than 10), it might be trying a
connection to a closed port. If it maintains the state during a minute or more it might be attempting to
connect to a port and/or IP behind a firewall and is being filtered.

Connection Failed, Host Unreachable and Connection Refused: The 3 states imply that the
connection to the MW was not possible, but individually, they indicate the reason why they occurred.
In general, each one has a specific motive although it depends on the TCP connection on the server
side for the indication to be correct, even so, any of the these 3 errors indicate a problemin the TCP
connection.

o Connection Failed: T his error appears when a connection to the configured IP is not
possible.

o Host Unreachable: This happens when a connection to the IP is possible the port is open,
through the router or firewall, but there is nothing connected to that port.

o Connection Refused: In this case the connection cannot be established because the
configured port is closed, this could happen because a router or firewall are blocking it.

Host Closed Connection: This is an event that happens when the server closes the connection.
This could be because the MW service has stopped, the server turned off, the connection to
Internet dropped or any motive by which the server loses connectivity.

Logging in : The TCP connection has been established, and the GRD is going through the
authentication process.

Connected:The TCP connection has been established, at this time the GRD registers in the MW,
if the ID and password are valid, the connection is maintained.

DNS Failure : The GRD can't convert the URL into an IP address. Check if the IP address is OK.

Error: The event occurs if the connection was not completed after a certain time and no other type
of failure was reported.
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Monitoring the connection in the MW

GRDs connected to the MW can be monitored, this can be done by accessing “Monitor -> GRDs
Connected” , a list will be displayed showing all GRDs added to the MW ordered by ID, and showing if it
is connected and if it is so it will show its IP.

7 GRDs Monitar

GRD , Description State P atdress Stetistics Manitar Configus ation |
22 Temperatue Elopen | IR Open open_ |
e T TR et

654  Slave o Connected 2004920126 | & ogen || % Open open |

Statistics

Statistics are made based on the quantity of information received and transmitted. T he information given
by these statistics differ according to how the GRD type was defined.

To have access to statistics of each GRD the button located in the statistics column must be pressed.
When the GRD shows the serial port mode as “NOT CONFIGURED”, we will not be able to access the
statistics.

Modbus statistics

The Modbus statistics screen is shown below:

Boroess (X

b
Sent: a
Recervei a
Timeout: a
Clear | Exit

When the GRD is connected the windows is displayed as enabled, on the contrary if the GRD is
disconnected the Windows is shown in grey as disabled.

The window shows the number of packets sent to the GRD and received from it, those queries sent that
are unanswered are part of the Timeout count.

The erase button resets the counters to zero.

Transparent mode statistics

The transparent mode statistics screen is shown below.
To——

Lzer Martin
P Address-152 168 0207

Tx Data D Bytas
Rx Data D Byles
Clear Exit

When the GRD is connected and a user is connected to the MW pointing to that GRD, the screen will be
shown as enabled.
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In the statistics of the TR mode we can find the name of the user and the IP to which he is connecting,
as well as the number of bytes transmitted to the serial port of the GRD and bytes received from the

serial port of the GRD.
The erase button resets again the counters to zero.

2022-03-18

70/124



GRD-3G/4G User Manual Transparent Serial Port, MW configuration

é If you connect the GRD/cLAN to the Exemys Telemetry
Server you don't need to read this section

Remote serial port - Redirector / Transparent
serial port

We will see now how to configure the MW to operate with the serial port in a transparent mode.
e Let's assume the following example:

User:John
Password: exemys

You want to communicate to the flow meter connected to the GRD/cLAN with ID 268 located in a water
well.

GRD ID: 268
Password: well

MW data: (These parameters are configured in the MW connection)
TR port: 41000

We must have first the MW connected and the GRD/cLAN added as we saw in “Connection between
GRDs and Middleware”.

In the MW we enter into “Configuration -> GRDs” and here we edit the equipment configuration in
“Serial port mode” -> “TRANSPARENT”.

7= GRDs Configuration E| @|E|
! e G 2 users | B siaves
GRD id | Phone number | Description Mode of Serial Port |
22 |156586%894 | Temmperature L__J,, TRANSPAREMT
654 !1562‘353643 !S&ave & moDeUs
e S
GRD It | 268 = Configuration
Password |-.-.
Confirmation: |-o-o-
Fhone number: |’1 SHE4B95TS1
Description: ,[acueuum
Mode of Serial Port: [ TRANSPARENT -
- |
1
X | by Say= J

The Telephone and Description options are optional and not necessary. When we finish loading all
necessary data we press the “Save” button to add the GRD/cLAN to the list.
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7= GRDs Configuration £ ”E|§|
le sy GHD‘ Diedste GRD & Users [ & siaves
GRD I Phone number Description | Mode of Serial Por
22 1565855694 Temperature E TRAMSPAREMT
( 268 (1564895751 aqueduct e IRN-JSPARENr-)
654 (1562353448 Slave B MooeUs
RO, eenirnnrsrepvecrree - GRD Added Lo A
e [

Then a user must be added who will have access to these GRD/cLAN. To access the User and permits
screen for transparent mode go to “Configuration -> Users — Serial Transparent”.

7 MW-XF Administrator
Stert | Configrstion | Moitor  Help

-
e Advanced 5
| GRDs
©5 Leer - Transpareiseris Port
G Slave - Modbus Sarisl us |
|| Dstabase
- Teror

The Users and transparent permits screen allows us to add or delete users and assign permits to the

users for the GRD/cLAN you consider convenient. The GRD/cLAN that can be assigned are those with
transparent operating mode.

- BX

[¥] GRD 22 (Temperature)

User: FVIarth

Passward |on
Confirmation: | 1

Description: }Cmtml center

CalE ‘ . —

The configured user name and password are used for authentication of the port redirector. When a
redirector connects to the MW it must indicate the user name and password.

2017-06-16
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Serial Port Redirector

Remote serial port with Redirector (Virtual COM port)

Principles of Operation

This Redirector allows transparent communication with equipment located in remote places,

simulating a serial COM port.

Exemys recommends to use Serial/IlP COM port rediector from Tactical Software. To download

a 30 day free trial license or to buy a license please contact us at sales@exemys.com

Use the following items:

o GRD-XF/cLAN-XF: converts a RS-232/485/422 Communication to TCP/IP (over GPRS

on the GRD)

Middleware: provides connectivity with GRD equipment, allows the establishment of
access policies and provides tools for monitoring of equipment.

Serial Port Redirector: simulates a virtual serial port that we will be able to use to

communicate with the remote equipment as if we were connected locally. It also provides

the necessary interface to configure the connection with the MW, select the remote
equipment with which we want to communicate and also monitor the status of the
connection.

In this manner, a serial communication could be replaced by the following scheme:

O INTERNET Yo n GPRS (9]

SCADA SOFTWARE

SerlallP® COM Port Redirector
<
<

Exemys M \ﬂm(-wau.‘

Configuration

To open the Configuration Windows click with the right button on the icon and select
“Configure”. The first time you enter, the screen to be displayed will be the following:

é, Serial/IP Control Panel = JM
Configuration of COME
IP Address: Fart Mumber.
[~ Connectto server | |
[ Accept Connections
Configuration YWizard... | Copy Settings To. |
User Credentials
[~ Use Credentials From: | J
Connection Protocal
" Telnet
(" Telnetwith CR-Padding
@ Raw TCP Connection
COM Port Options
[~ DSR Emulation | J
[~ DCD Emulation
Select Ports. | J
[~ CTS Emulation: | J
Part Manitar [~ DTRis modem escape
[~ Restore Failed Connections
o Licensing..
i |
Adhvanced
1

I Close Help.. About. I

Select the virtual port

In the configuration screen, press the “Select Ports... ” button. A screen will be
displayed with a list of all virtual COMs from which you will be able to choose from.
The Redirector discards from this list the reserved ports. Select the desired virtual
port and press “OK”.
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Select Ports @ — @@

Flease selectwvirtual COM ports:

CICOMIB CICOoM29 CICOomM42 CICOk
CICOMI7 CICOM30 CICOM43 CICOk
CICOMIE CCOoMI CICOk44 CICOh
[CICON14 CICOk32 CICOM45 CICOh
[ICOM20 [CICOM33 [CICOmM4E [CICOk
[IComM21 [ICOM34 [CICam4? [ICOhk
[IComz2z [ICOM35 [ICOom4s [ICOl
[ICOM23 [ICOM36 [ICOm49 [ICOl
[ICOM24 [ICOM37 [JCOms0 [ICOh
[ICOMEE CICOM3E [ICOmMSE1 [CICOh
[ICOMEE [CICOK39 [Comsz [CICOh
Icom27 CICOoK4D [ICOMBE3 CICOk
[IcoM28 CComa [ICOME4 CICON

Or enter port range below:

COME

Example: COM4-5, 8, 10-20

oK | Cancel ‘ Help... |

Once the port to be used is selected, the configuration screen will let you configure
the rest of the configuration parameters.

Configuration of the connection with the MW

A

If you connect the GRD-XF/cLAN-XF to the Exemys Telemetry Server
the IP address, port number, user and password will be provided by Exemys

IP address

It is the IP address of the Server where the transparent MW is running. If a URL is
entered instead of an IP address the Redirector will attempt to resolve it.

An existing established connection will not be affected by the changes, they will be
applied the next time the virtual port is open.

é, Serial/IP Control Panel

|+ DCD Ermulation Always High
SelectPorts.. | ¥
Part Manitor [+ DTRis modam escape
¥ Bestore Failed Connections
I Licensing...
Achvanced

Configuration of COME

IP Address: Fort Number,
[v Connectto server [tzzoi [41000

| Accept Cannections ]

Configuration YWigard... | Copy Settings To. |
User Credentials
[+ Lse Credentials From: IUSE Credentials Below ﬂ
Username |
Password, |

-Connection Protocal
i Telnet

R R

E
\‘ (@ Raw TCP Connection l

COM Port Options
[v DSREmulation [hwrays High

LefLef 1l

[v CISEmulation: |Always High

Port

It is the port of the remote server where the transparent MW is running the
Transparent Serial server service. The default port is 41000.
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7= MW-XF Administrator

Start  Configuration  Monitor  Help
MW-XF ADMINISTRATOR @
| @ start | © stop
GRD Server ————————| Modbus Server
L 40002 o
{ & Rat £ port a0z
| Transparert Serial Server | | Server Mode
G port: [ #1000] b o -
IFAJRL: localhost !POH 8062

If an established connection already exists it will not be affected by the changes,
these will apply the next time the virtual port is opened.

Username and password

To connect with the GRD-XF/cLAN-XF, you must have a user name and password
so the MW can allow to access them. The parameters must be the same ones that
were configured in the MW in “Transparent” mode.

In the "Username" box type the User followed by a comma an the device's ID
number.

I = N 5 3 B
g 5 —
& User - Transparent Serial l‘b @Jli@g é Serial/IP Control Panel I. - l JM
@. New User ‘2 Delete User‘ ‘ ls; GRDs Configuration | —Cnnfiguralinn of COME
User Description 3 IGRD 22 m IP Address: Port Number:
t [V Connectto server. [12z0.01 41000
[~ Accept Connections
Configuration ¥Wizard | Copy Settings To |
| - User Credential i
Il I |7 Use Credentials From: IUse Credentials Below LI
User. IMartin Usernarne: IMamn,ZZ
Password: [ese Passward: I"”‘
L I rCDnnedan Protocal

| Description: II.|am User

Testing the connection with the MW

Once the configuration is completed you can test it pressing the "Configuration
Wizard..." button and then the "Start" button. You should see something like this is
the configuration is OK.

. ~
é Configuration Wizard - COM6& M

IP Address of Server. Fart Mumber.
[1z7.000 [#1000
Usemarne: Passwaord
[Martin 22 -

[~ Testfor presence of a modem connected to the server

Status:

i Trying 127.00.7...

" Connected to Server

rd" Raw TCP Connertion Detectard
v Login successtul

¥ Session Completed

Log

R If the IP address or port are invalid
password: you won't see this
Recommendations:

Protccol: Raw TCP g If the Username, ID or password

EELT B Eiaens are invalid you won't see this
Security: Disabled

¢ Start I @ 5top | 92 Use Settings | B Copy | Cancel |

GRD-XF/cLAN-XF serial port configuration

To access the GRD-XF/cLAN-XF serial port remotely configure it in "Remote" mode
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[« GRD Config < = [ 5 [ |

File Software Configuration Communication Tools Help

Gom B-0 =@

Xe

Mornitor Send Configuration |l Get Confiuration

Serial Port Configuration
@ Description

Ir COM A Configuration
% VD ' Mode: 'Remote .\ ’
'G MW Baud Rate: 9600 -
= Data Bits: B =
5 Serial Port :
Parity: none  «
T UTER L -
[4] Modbus Flow Control: [off -
L o T
T Stop Bits: 1 =
s Inputs/Outputs N o
]
2¢  Channels End Character: |13 il [7] Enabled
B ——— :
=] sms Time Window: 100 ms Enabled
Cancel
- J

Activity and data monitor

With the right button click on the icon, select “Port Monitor ”.

With this screen you are able to follow in real time, the status of the connection of the
Redirector.

- ~
é Serial/TIP Port Monitor cORi= E‘M
File Edit Trace Options Help
Adtivity | Trace I
Part | TDRDTROR... [ Status [ 1P Address
COMB
I
L J

Read the Serial/lP user's manual for more details.
Multipl M n rial/IP licencin:

The Serial/IP redirector requieres a license to work. You can use it for free for 30
days to test it.

The one port license won't limit how many COM ports you can configure, but you will
be able only to open one COM port at a time.

If the software you are using doesn't allow you to create multiple COM ports, you can
configure Serial/IP to create a list of devices on a single COM port without having to
edit the cLAN-XF/GRD-XF ID number. Please read the section "Configuration
Presets" in the Serial/IP user's manual for more details. If you need help to configure

this feature contact us at support@exemys.com
2022-03-17
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é If you connect the GRD-XF/cLAN-XF to the Exemys
Telemetry Server you don't need to read this section

Remote Access to serial port in Modbus mode - MW
configuration

We will now see how to configure in the MW the GRDs that we use to multiplex Modbus. In this mode of

operation the MW will receive the “Modbus TCP” queries sent to the port/s of the “Modbus Server”
which will resend to the GRD with the slave being queried.

The TCP port to accept the incomming queries must be configure on the MW's main screen. You can
also chose here to use Modbus TCP, Modbus RTU over TCP or Modbus ASCII over TCP.

&= MW-XF Administrator - X
Start Configuration Monitor Help
o ‘_,
MW-XF ADMINISTRATOR -
© start
-GRD Server r Modbus Server—
kot | 600

& port: 502
I PortssL: [ 5603 ==

Server Mode: [MBRTU [

r Transparent Serial Server— Mum. Ports:  [MBTCR

= MB RTU
E port: | 41000

MB ASCI

| P/URL: localhost | Port: 2082

Slave number 247 is reserved for use by the “MW internal
=’/ |[slave”.

We must first have the MW connected and the GRD added as indicated in “Connection between the
GRD-XF and MW”.

e Let's look at the following example:

We have 2 Modbus (RTU) devices connected in port 485 of the GRD with GRD ID = 10 without a
password.

Device 1: ID Modbus 43 (query from port 502)
Device 2: ID Modbus 66 (query from port 503)

We also have 1 Modbus (ASCII) device in port 232 of the GRD with GRD ID = 13 without password.
Device 1: ID Modbus 87 (query from port 504)
MW data: (These parameters are configured in the MW connection).

MB Port: 502
Number of ports: 3

In the MW we enter in “Configuration -> GRDs” and we edit the “Serial port mode” placing it in
“Modbus”.
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7= GRDs Configuration

L BX

1 2 users . E Siaves
GRL Id | Phone number Descriphion Wode of Serial Port

s 1565859594 Temperakure l._:]_ TRANSPARENT

268 ‘1564895"51 aqueduct @,_ TRANSPARENT

654 |1562353548 slave & mopeus
GRD I | 10 GRD 10
R | Configuration
Confirmstion: |
Phone numbes: fi6sBasass
Description: fé—éfé\:éé =
Mods of Serisl Fort |MODELS |~

X J by Saye ‘

When you press the save button it is stored in the list of valid GRDs. The mode must be MB for it to work
in this manner. T he following figure shows the addition of the other GRD and in the upper part the GRD

added previously.

7 GRDs Configuration

K L,E_J. Users ' |_-_-,, Slaves
GRD I Phone number | Description Made of Serial Port
654 155235]”-—"15.»\5 £ MoDeUs
268 1sesest CRDI0 ot . TRANSPARENT
zz 11565889894 Ternpariture El1r¢ 1
L 10 165645856 7 slaves £ MODaLS
GRD Id | 13 sha
Configuration
Password |
Confirmation: |
Phone Aumber f1 554853695
Description: h slave
Mode of Serial Port. MODBUS | w
x 11.| Saye

Once both GRDs are incorporated to the list we can assign them the corresponding slaves to each one
and also indicate what type of Modb us protocol will be used.

Slaves

To be able to add the slaves to each GRD we have to enter the Administration screen of GRDs MB and
slaves, we place the cursor on the GRD in the upper part and press the +Slaves button; a window will
open as the one shown in the figure below where you enter the number of the slave connected to the
GRD in its serial port and the port number of the MB server from where the query will be made to that

slave.

Enter a slave

Ender the slave to as=ociate

to the GRD

Slave: |

ot [s02

Ok

|| Cancel
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Once the corresponding slaves and its port are entered, the Modbus protocol to be used must be
selected, which could be RTU or ASCII.

7= Slave - Modbus Serial E|@|
+ Slave Ll Search I GRO= Contloguration

GRD id Description Timeold Protocol |
13 1 slave EO00 | MODBUSRTU

654 |Slave G000 MODEUS RTU

7 j——crew - Have - Fort—, |

GRD Id l 10 /;m 43 02 ‘L\"l
Timeout IEDEIZI |1':31\Hi‘iD 88 03 21

Protocol: [MODEUS RTU

-

I

| Protocol
| Configuration

| Slaves add
to GRD 10

As it can be seen in the previous figure the GRD 10 has 2 Modbus slaves. We also determine the
communications protocol, that in this case is RTU, the Timeout of the communication and then we press
the save button to store the changes. The purpose of Timeout is to prevent the system from waiting for a
response for an undetermined time, this time is expressed in milliseconds, therefore, when a query is
sent, this is the maximum waiting time for a response, once this time is up the systems discards all the
responses from that GRD until a new query occurs.

A

the queries.

Verify that the Modbus master timeout is greater than the
timeout configured for the GRD to avoid losing responses to

In the same manner, the slaves are added for the following GRD, but in contrast to the previous one, this
one has an ASCIlI communication protocol.
The communication protocol is determined by the devices connected to the GRD, this means that, the
required communication protocol will depend on the device to be connected.
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7= Slave - Modbus Serial

+ siave Stave | QU Sgarch ls. 2RD= Configuration

GRDIE | Dezcription Timeatt Profacal
[} | SN AL DS [
13 1 slave 5000 MODBUS RTU
654  Shave 5000 MODBUS RTU |
I —. e 1 Part -
orok: | 10 M(@_ 43 502
Timeeut Ea:lu 10 ] 503 o
Protocol [MODBUS RTL | w
= ]
Slaves add
Protocol to GRD 10
Configuration

In this manner, the two GRDs are configured from the MW side and working according to what was
established in the beginning.

Serial Port Configuration

To access the GRD's serial port remotely you must configure it in "Remote"” mode.

i ™
& GRD Config ET=8| E=R R

File Software Configuration Communication Tools Help

GoE B0 =

Monitor send Configuration - Get Configuration
Serial Port Configuration
E’ Description
v, COM A Configuration
GSM/GPRS
W VIV BaudRate: 9600
B = Data Bits:
Serial Port
LB Py
\ [ modbus Flow Control:
.
| - T Stop Bits:
= Inputs/ Owiputs
B
DC Channels End Character: |13 [7] Enabled
L
7] sms Time Window: ms Enabled
Cancel
W A
2022-03-17
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& For GRD-3G only

SMS - Monitoring and Configuration

The status and configuration of GRD equipment can be verified using SMS. It is also possible to modify
the configuration with the same system.

The SMS commands supported by the GRDs are detailed below. Every time that the equipment
recognizes the command as valid it will respond with another message to the telephone number that sent
it. When a configuration command is sent it will respond either that it was applied successfully or that an
error occurred.

Before starting you must know the password allowing the
modification of the configuration of the equipment. The factory
< configuration disables the password, then this field will be left
empty unless it is enabled.

All commands are not case sensitive.

In all messages the separation between words must be exactly
" one space.

Verification of the status of the equipment

Status of GSM/GPRS/LINK

Command Description

STATE o0 ? Returns the status of GRDs communications

Note: This command does not require a password.

Returns the current configuration

Command Description
LIST Returns the basic equipment configuration, the model and serial
number.

Example of a response:
MODEL: GRD3625-XF /SN: 124 /ID: 5 /GPRS: apn/user/password /T CP: m2m.exemys.com:42000

Note: This command does not require a password.

Signal level
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The signal level can vary between -113 dbm and -51 dbm
Note: This command does not require a password.

Versions and IMEI

VERSION Returns the versions of Hardware, Software and IMEI

Example of a response:
FIRMWARE: 1.0 HARDWARE: 1.0 IMEI 123456789123456

Note: This command does not require a password.

GRD configuration
Modify ID
With this command you can modify the ID number used by the GRD to connect to the MW.

ID number Changes the GRD ID number [1...4000]

If the ID change is successful the GRD will respond “ID OK”..
Modify GPRS parameters

Using this command you can configure the apn, user and password of the GPRS. This command will
also enable GPRS if it was disabled

GPRS apn user password [password] Configures the GPRS service

If the configuration was successful the GRD will respond “GPRS OK”.

GPRSOFF [password] Disable GPRS service
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If the configuration was successful the GRD will respond “GPRSOFF OK”.
Modify the MW configuration

With this command you can change the URL or IP address and the connection port to the MW.

CON URLorlP port [password] |Configures the URL or IP and the connection port to the MW

Where:

URLorlP URL or IP where the MW is located OOK. XOOK. XK. XXX

port T CP port in which the MW expects the GRD |[1...65535]
connections

Example: CON 200.89.185.59 1026 password

If the configuration was successful the GRD will respond “CON OK”.

Disconnecting the GRD

DISC [password] This command disconnects the GRD from the MW preventing a
reconnection until the connection is reconfigured.

Modifying the password

PASSW newpasswordo [password] |Modifies the password used by the GRDs for SMS and the
connection to the MW

The password can have a maximum of 8 characters and is not case sensitive.

Configuring a new password if you did not have any:
PASSW newpassword

Configuring a new password if you already have one:
PASSW newpassword previouspassword

Erasing the password:
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To leave the equipment without a password you must send a message leaving 2 spaces between the
command and the previous password.
PASSW previouspassword

Rebooting the GRD

RESET [password] Reboots the GRD

Reading Inputs and Outputs

It's possible to read the value of the channels by SMS

Digital Inputs:

GETI [1 channel] * Reads channel 1. (Read note*)

GETI [first 1 channel].. [last 1 |Read several T channels
channel]

GETI Reads all 1 channels (Max. 50 channels in on SMS).

Digital Outputs:

GETO [O channel] * Reads channel O. (Read note*)

GETO [first O channel].. [last |Read several O channels

O channel]

GETO Reads all O channels (Max. 50 channels in on SMS).

Analog Inputs:

GETAN [AN channel] * Reads channel AN. (Read note*)

GETAN [first AN channel] Read several AN channels

.. [last AN channel]

GETAN Reads all AN channels (Max. 15 channels in on SMS).

Pulse Inputs:

GETPI [Pl channel] * Reads channel PI.
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GETPI [first Pl channel].. [last |Read several Pl channels
Pl channel]
GETPI Reads all P/ channels (Max. 15 channels in on SMS).

If you receive three point (...) ending the SMS, it means that more information will be sent on another

SMS.

*Note: If you configured an SMS alarm for this channel you will receive the full text you configured. The

text will change depending on the state of the I/O. Please read SMS alarms section for further

information.

Setting outputs and pulses

You can set an output or pulse channel by sending an SMS to the GRD.

book". Please read SMS alarms section for further information.

6 This commands can only be sent from the phone numbers added to the GRD "Phone

SETO [O channel] [state] The O channel will be set to "state”

State can be "ON" or "OFF"

SETAN [AN channel] [value] [The AN channel will be set to "value"

Only applies to analog channels mapped to script variables or Modbus queries

SETPI [P channel] [value] The P channel will be set to "value"

The value can be between 0 and 1.000.000.000

Script control

STARTSCRIPT [password]  [Script interpreter will set to 'run' mode
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STOPSCRIPT [password]

Script interpreter will set to 'stop' mode

2017-06-12
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SMS alarms

GRDs w/SMS can send SMS alarms to the configured recipients when and analog inputs goes out of
range or a digital input changes.

You will find the tab "SMS" enabled on the GRD Config software when working with these GRDs.

A—-
s Inputs/Outputs

26 Channels i

[

(% SMS

h

Enabling SMS alarms

You need to enable which channel will send and SMS alarms. Once you do it this channel will be listed
on the SMS configuration.

On digital inputs channels you must enable the SMS by change option

Edit Digital Inputs Channels

m -Features
b Selected Channel: 3
14 Source: '__L ]
| -Reports -
By Change: Enable
By Time: []Enable
Time: !:I mir
“Histarical
By Change: [ SMS

On digital outputs channels you must enable the SMS by change option
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Edit Digital Outputs Channels

|01—! Features-
_ Selected Channel: z
Source: irDOZ ¥
| -Reports -
By Change: Enable
By Time: [JEnable
Tirne: | 1 min
| -Histarical
By Change: ] M'Wi 5MS 1

On analog inputs channels you must enable the SMS by alarm option

Edit Analog Inputs Channels

AL Features-
ANz selected Channel: 3
)
anl4 Source: {EIS w
| -Reparts - il
By Change: Enable
Percentage: i_ g LTS
By Time: Enable
Time: 1 mir
| -Histarical — i
By Alarm: ] e Eig
Mairnum (%) | too “on-= |Disabled |+ |
Minirrirn {4 |_DE on-> |Disabled v |
Hysteresis (V) | 0.00
By Time:
Current
A e
I erane TimeLapse! | 10 | min
[ Miriirurni e
[ Madimum

X

Limits should be configured later depending on the SMS
= [scaling

Phone Book

To access it go to the SMS tab and then to press the "Phone Book" icon.
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= GRD Config
File  Software Configuration Commurication Tooks Help
GEE -

SMS configuration
SRR (o]
Narme Mumber
Marty 465658 A|
John: | BTES |
Peber EEEI5THES J
o

To create a new entry press the "Add" button. This window will be displayed.

Mew phone book entry

X

~Entry

Selected entry: 3

Name: “

Phone Number: |

The "Name" is only used as a reference.

SMS selection

After enabling the channels that will send SMS you can configured the text and scaling of each one.

Goto to the SMS tab and press the "Message Configuration" icon,

The press the "Add / Remove" button.
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= GRD Config
File  Software Configuration Commurication Tooks Help
GoE =-H

SMS configuration
Message configuration

Narme Channel Evert Message

|~

The enable the SMSs alarm you will use.
Add SMS

-Messages to Add

[]13 - Turn aff Alarm
[]13 - Turn an Alarm
[] 0z - Turn aff Alarm
[] 0z - Turn an Alarm
[ AM3 - Marmal Alarm
[ AME - Minimurm Alarm

[ AME - Maximur Alarm

Channel: | Murnber: :’

(X

You can enable single events per channel. As an example, you can send an SMS only when input 3 goes

on but not when it goes off.

You can add up to 50 SMSs.

After selecting the messages you will see the default Message. Where &t is the timestamp, &i the
channel number and &v the value. Since firmware version 1.5 &q will be the timestamp in american date

format (month/day/year).
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= GRD Config
File  Software Configuration Commurication Tooks Help

UEE =4-H

SMS configuration

Message configuration ad]
Evert Message |
| Tur on | & Iedew A |
[ Tunoff | at08igw
| Madmom | st At ey
|
< |
To modify the you must double click the corresponding line.
Edit SMS (X
-Features
-Recipients ———————
Message Selected: 1
SMS3 [] Marty
Channel: 5]
[] 3abn
Message
Peter
Event: Turn an Alarm -
Texk:
Sk T8 By
&t Dake - 2 Yalue - 8t Channel number
-AM Scaling
Scale: Upper limit: - Decimals: -
A Point: - Lower limit: -
B Point: - Hysteresis: -
Akl - Scale & Config Alarm

You can select here which recipient will receive this particular SMS.

The maximum text length is 60 characters. Using &t, &v and &i you can add the date, value and channel

number to the SMS text.

If the SMS is related to an analog input the "AN scaling" section will be enabled.
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Edit SMS

|SMSI
SMs2

Features

Message Selected:
Channel:

-Message
Event:

Texk:

M3

Mazimurn Alarm

|t ANEd B

&t Date - B Yalue - & Channel number

Recipients

[ Marty
[ 3abn
[] Peter

~AM3 Scaling -
Scale: 4x + B
A Point: 1.0

B Point: 0.0

Upper limit: 1.0
Lower limit: 0.0

Hysteresis: 0.0

AM - Scale & Caonfig Alarm

Decimals: 2

(o] (oo ]

X

This scaling will only be applied to the SMS of that analog channel.

Analog input scaling

If you press the "AN - Scale & Config Alarm" button this window will be shown

AN - Scale & Config Alarm

~Scaling -
Scale
Decimals: ,2 v-i
Scale walues
& Poirit: 10
B Point: o
#larm Limits
Scaled upper limit: I_l_q
Scaled lower limit: iu,u
Hysteresis: 0.0
M vschtion 001

3

On the top part (Scaling) you can select which scale type will be applied fo this input, how many decimal
digits will be used and the A & B scaling values.

You can choose between linear scaling (A x + B) or "Two points" scaling. If the analog channels is related
to a physical input you will usually use "Two Points" scaling.
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AN - Scale & Config Alarm x]
~5caling -
Scale
Decimals: i-2 v-i
Siale values

Yalue st 20md: 50,0
Value at 4rma; ﬁ

On the botton part (Alarm Limits) you can re define the "Historical By Alarm" limits but using the scaled
values.

_r-AIarm Lirniits

Scaled upper limit; ESD.D
Scaled lover limit: :_SC
Hysteresis: ED.S

Mendmum resdtion: 0,025

Editing the scaling will affect all the SMS related to the same analog channel.

2019-11-28
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& For GRD-3G/4GA/4GM only

GRD Modbus Slave

GRD's serial port can be configured in Modbus slave mode. This mode will allow you to read and write

all GRD channels (physical, Modbus or script)

To use the Modbus slave configure one serial port in "Modbus Slave" mode

S GRD Config

File Software Configuration  Communication  Tools  Help

FELEX

FI=I =N N |

Xe

Monikar

Send Configuration

CONMECTION CLOSED

- Get Configuration

Serial Port Configuration
@ Description
Fid COM A Configuration
= G5M,/GPRS e
Baud Rate: 9800 v
Data Bits:
Parity:
| e
[¥] Modbus Flaw Contral: OFf v
5
LW T Stap Bits:
?ﬂ Inputs/Outputs
TR S—
2C  Channels End Character: [ Enabled

. (7] SMS

Cancel

Modbus slave configuration

Go to the “Modbus” tab and select “Modbus Slave”
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S GRD Config

File Software Configuration  Communication  Tools  Help

FI=I =N N |

Monikar

CONMECTION CLOSED

Send Configuration - Get Configuration

Modbus configuration

@ Description
= G5M,/GPRS

"I_l,i'.‘l Slave

T =
‘@ Serial Port
T O TER
\ [ Modbus
Pl W TEEE—

t Inputs/Outputs

2C Channels

(7] SMS

' ™
& GRD Config - V7.1 E=RIEE
File Software Configuration Communication Tools Help
| B E B-k = Ethernet Connection Opened (192.168.0.224)

Monitor send Configuration - Get Configuration
Modbus configuration
E’ Description ;
Glave configuration (Serial and TCP) \
Serial mode: RTU  «
Slave ID:
a Serial Port Exception response:
-_ TTER
[  modbus 32 bits mode: [INTEGER 32 BITS SIGNED =
.
- L NTTEE—
1 Inputs/Outputs \ _j
2¢  Channels
[ SMs
Cancel
L

Serial mode

It refers to the Modbus protocol to be used, being RTU or ASCII.
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GRD's Modbus Slave

Slave ID

The GRD will answer when it receives a Modbus query to this Modbus slave 1D

Exceptions

If enabled the GRD will answer with an exception to a query sent with an invalid command, address

range or value.

32 bits mode

AN an P channels are mapped in 32 bit registers. Here you can configure if the most significant word is
mapped in the first or the second register

Channels mapping

This is how GRD channels are mapped

Start Address End Address |GRD Channel Format

Bit
10001 10100 1al100

Bit
00001 00100 0O1a 0100

AN1 a AN100 | 32 Bits integer

40001 40200
40201 40400 PI1 a PI100 32 Bits integer

Example. On a GRD3625-XF-3G/4GA/4AGM or MQ with the default configuration the physical I/Os are

mapped like this

2022-03-17

Start Address End Address |GRD Channel
10001 10006 [1tol6
00001 00006 O1to O6

AN1 to AN4
40001 40008
40201 40212 PI1 to PI6
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Script Programming
Description

The GRD/cLAN with script programming support allows you to run user written scripts on the device,
making it more powerful and flexible.

The GRD/cLAN will continue working normally while the script is running.

Script Features

» Math operations

* Logic operations

* Timing functions

* Physical and Modbus channels readings

* Digital outputs control

* SMS sending and receiving (GRD only)

» Serial port data parsing

+ Sending and receiving data using external Satellite modem (XF models only)
* Publish/subscribe MQTT data (MQ models only)

o e | Serial
Seria <. ) | Port
Port @

Chniah withk o,w, ' §9') Bee fijs sl @
i eid

i

l | awite ste $,9 arga cl newro [
8 ‘!_ A g%, "Mela’ ) Ber fija mi Data
o e ‘ base
Data N
base
I oy
|Sate|lite

2020-11-20
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Satellite modem support

Introduction

If you connect an SBD Iridium modem (EDGE or ITAS) to the GRD serial port, you can send historical
records to the Middleware using the Iridium satellite network.

The satellite modem can be used as a backup link to GPRS or as the main method to send data.

The satellite modem is controlled using the script programming feature. Please the read the
script programmer user's manual to know more about it.

The information sent will be finally received by the Middleware.

® 4-20mA

= 010V

» Digital Inputs
Modbus

Pressure ==
Temperature Celluiar
Flow A B Antenna

Level

Communication

The records sent using the satellite modem are forwarded by the Iridium gateway to an IP address and
port defined when hiring the SBD service.

The Middleware can received data from the Iridium gateway on the "GRD server" port (40000). It will use
the modem IMEI (Mobile System Equipment Identity) to link the received data to a GRD ID.

Middleware version must be 4.4.0 or higher.

r*-—"'r

Modem
Iridium EDGE
. Iridiumn Gateway
- iridiun - —
GRD-3534-XF-3G  GRD-1620-XF-36 -—. | . |
GRD-3625-XF-3G |
A "““ noae | Internet/
T RS232 T — MNIPRNet )
= | J,/
I

Iridium Direct IP

40000

Middleware

Satellite modem and service

The Iridium EDGE/ITAS modem uses the SBD service to send data. You must hire this service from an
authorized dealer.
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The EDGE modem has a unique ordering code (IR EDGE1601)

The recommend EDGE/ITAS models are HIRD-SX-0129x-30 or HIRD-SX-0129x-01 in second place.
Both models can also be named ITAS 832SP

124mm ‘

80mm

When hiring the service you must ask to link it to the modem's IMEI and to send the data to the IP
address and port (40000) where you are running the Middleware. This method to send IP data is called
DirectIP by Iridium.

You can find the IMEI on a label on the modem's bottom

UM SATELLITE LLC
|III|IIII |Il| |I||I |I|||Il1||\|\| 1L

IIIIIIII ] IIIII I||||II (U

N: JO3TWL

I|II|I [0 R \IlIIIIIHll |||
IMEI: 30023406

Wiring the modem
The modem is connected to the GRD using an RS232 cable.
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Male M12/8 on antenna module

@®
@ ® @ EDGE/ITAS
@©®

Antenna module
M12/8P male

OOf HIRD-5X-0128¢-01
only

Brown
GND GND:
8 Tamper detect
GRD-TX GRD-TX Creen
GRD-RX GRD-RX Vellow
8-32 Vdc 8-32 Vdc
5-Pink/6-Grey
Mating connector on Mating connector on
connecting point connecting point
M12/8P female M12/8P female
EDGE cable ITAS cable

It is recommended to share the same power supply between the GRD and the modem.
Pin 6 needs only to be connected on ITAS HIRD-SX-0129x-01
Configuration
RD Confi
Use the "GRD Config" software to configure the serial port as shown on the following picture.

GRD Config

File Software Configuration Communication  Tools  Help

D =l | E s - . CONNECTION CLOSED

Moritor Send Configuration | Get Configuration

Serial Port configuration
@ Description

g Mode: Satellite

= GSM/GPRS

<l

Baud Rate:
= T —
@ MW Data Bits:
T Parity:
Serial Port
\ _E' i Flove Cantral:
(4 Modbus Stop Bits:
A B
% Inputs/Outputs
—— End Character: [[] Enabled
¢ Channels Tirne Windows: ms Enabled

SMS

[

Middleware
The Middleware version must 4.4.0 or higher to receive satellite data on the "GRD server" port.

You only need to configure the modem's IMEI in the "Phone Number" (or in the "Description” if you MW
version is lower that 5.1.0)
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Satellite Modem - Introduction

ﬁ GRDs Configuration

Phone number

Description

Mode of Serial Port

L TRANSPARENT

Tul»

] TRANSPARENT

L TRANSPARENT

NOT CONFIGURED

SBD ITAS EDGE EXEMYS

. TRANSPARENT

2 TRANSPARENT

=1

HEN

GRD Id:

Password:
Confirmation: ”
Phone number:
Description:

Mode of Serial Port:
Automatic update:

Time zone:

Creating historical records

Historical records to be sent by the satellite modem can be configured on every channel as usual.

To optimize when to create historical records you can also use the script programming feature.

2022-03-17
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GRD1620-XF-3G / GRD1620-MQ-3G

Hardware features

SIMs: 1

USB: 1 (For configuration)

"3G" models bands support: GPRS: B2/B5, eGPRS: B8/B3, 3G: B1/B2/B5/B6/B8/B19

"4GA" models bands support (Latin America and Australia): GPRS: B2/B5, eGPRS: B3/B8, 3G:
B1/B2/B5/B8, LTE Cat 1:B1/B2/B3/B4/B5/B7/B8/B28

"4GM" models bands support (Global) : GPRS: B2/B5, eGPRS: B3/B8, 3G:
B1/B2/B4/B5/B6/B8/B19, LTE Cat 1:B1/B2/B3/B4/B5/B7/B8/B12/B13/B18/B19/B20/B25/B26/B28
Serial ports: 2 (one RS232, one RS485)

Power supply requirements: 10 to 30 Vdc

Dimensions: 70 x 90 x 65 mm

Operating Temperature: -20°C to +65°C

Data Acquisition

Physical inputs/outputs

Modbus inputs/outputs (embedded Modbus master)
Embedded Modbus slave

Other protocols using script programming (Version 2)

Operating modes:

XF model: Monitoring by WEB page / Database(GPRS datalogger)
MQ model: MQTT client

Monitoring from SCADA

Remote access to serial port

SMS alarms/control

Local control using script programming (timing, logic, math, 1/0 control)

Server link :

e GSM/GPRS (2G/2.5G/3G / 4G)
o Satellital (with external satellite modem, XF model only)

Wiring
Wiring — Power supply

+10/30 Vde

+ 4 =

Wiring — RS232 port — RS485 port

Port Ais an RS232 port of the 5-wire DTE type (T XA, RXA, RTSA, CTSA, GND) and has a terminal
board for its connections.
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Port B is an RS485 port is of the 2-wire type (TRB+ and TRB-) and has a terminal board for its

connections.

EE8RSEE
(@@@1@@@@@@@@@
| =

Wiring — Terminal Blocks
GRD-1620-XF-3G GrPrsRTU ||GRD-1620-XF-3G GPRS RTU
Z q 5 B < 8 5 3
o E kX X Z2 g &
T G U\EK\I-(/K_!J\II-KI-\
O®@ (19) (18) (17) (16) (15) (14) (13)

22022-03-17
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GRD3621-XF-3G /| GRD3621-MQ-3G

Hardware features

SIMs: 1
USB: 1 (For configuration)
"3G" models bands support: GPRS: B2/B5, eGPRS: B8/B3, 3G: B1/B2/B5/B6/B8/B19
"4GA" models bands support (Latin America and Australia): GPRS: B2/B5, eGPRS: B3/B8, 3G:
B1/B2/B5/B8, LTE Cat 1:B1/B2/B3/B4/B5/B7/B8/B28
"4GM" models bands support (Global) : GPRS: B2/B5, eGPRS: B3/B8, 3G:
B1/B2/B4/B5/B6/B8/B19, LTE Cat 1:B1/B2/B3/B4/B5/B7/B8/B12/B13/B18/B19/B20/B25/B26/B28
Digital Inputs/Outputs: 4 Configurable

o As inputs: voltage activated (They can count pulses of up to 45 Hz)

o As outputs: open collector type
Analog Inputs:

o 1 configurable as 0-1V / 0-10V / 4-20mA/ PT 100 (Software + Hardware configurable)

o 1 configurable as 0-1V / 0-10V / 4-20mA (Software)

e Power supply requirements: 10 to 30 Vdc
e Dimensions: 70 x 90 x 65 mm
e Operating Temperature: -20°C to +65°C

Data Acquisition

Physical inputs/outputs

Operating modes:

XF model: Monitoring by WEB page / Database(GPRS datalogger)
MQ model: MQTT client

Monitoring from SCADA

SMS alarms/control

Local control using script programming (timing, logic, math, 1/0O control)

Server link :

GSM/ GPRS (2G/2.5G/3G / 4G)

Wiring
Wiring — Power supply
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+10/30 Vdc

Wiring — Terminal Blocks

GRD-3621-XF-3G GPRS RTU

Z2 0 a a m
Zooo

= =

5606606066006

Wiring - Internal jumpers for Al1

Al1 input can be configured to measure current, voltage or temperature using a PT 100 sensor

DIO4

=]
Zz
Q
=]

- |+VI

™~
-
<

9

3)AGND
)AGND

=]
oo

@IAGND
-

—
&

It must be configured on the configuration software and with two internal jumpers.

To measure current or voltage set both jumpers to the V/ position. To connect a PT 100 sensor set them
at the PT position.

Disassemble the GRD carefully to reach the jumpers.
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0080C2
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1434Ca0: MEX
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GRD3625-XF-3G / GRD3625-MQ-3G

Hardware features

SIMs: 1
USB: 1 (For configuration)
"3G" models bands support: GPRS: B2/B5, eGPRS: B8/B3, 3G: B1/B2/B5/B6/B8/B19
"4GA" models bands support (Latin America and Australia): GPRS: B2/B5, eGPRS: B3/B8, 3G:
B1/B2/B5/B8, LTE Cat 1:B1/B2/B3/B4/B5/B7/B8/B28
¢ "4GM" models bands support (Global) : GPRS: B2/B5, eGPRS: B3/B8, 3G:
B1/B2/B4/B5/B6/B8/B19, LTE Cat 1:B1/B2/B3/B4/B5/B7/B8/B12/B13/B18/B19/B20/B25/B26/B28
e Serial ports: 2 (one RS232, one RS485)
o Digital Inputs/Outputs: 6 Configurable
o As inputs: voltage activated (They can count pulses of up to 45 Hz)
o As outputs: open collector type
Analog Inputs: 4 configurable as 0-1V / 0-10V / 4-20mA
Power supply requirements: 10 to 30 Vdc
Dimensions: 70 x 90 x 65 mm
Operating Temperature: -20°C to +65°C

Data Acquisition

Physical inputs/outputs

Modbus inputs/outputs (embedded Modbus master)
Embedded Modbus slave

Other protocols using script programming (Version 2)

Operating modes:

XF model: Monitoring by WEB page / Database(GPRS datalogger)
MQ model: MQTT client

Monitoring from SCADA

Remote access to serial port

SMS alarms/control

Local control using script programming (timing, logic, math, 1/O control)

Server link :

o GSM/GPRS (2G/2.5G/3G / 4G)
o Satellital (with external satellite modem, XF model only)

Wiring
Wiring — Power supply

+10/30 Vdc

+ 4 -

Wiring — RS232 port — RS485 port
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Port Ais an RS232 port of the 5-wire DTE type (TXA, RXA, RTSA, CTSA, GND) and has a terminal

board for its connections.

Port B is an RS485 port is of the 2-wire type (TRB+ and TRB-) and has a terminal board for its

connections.

fegeslh
CICIVCISIOECISISCISIS)
\[ ‘\

Wiring — Terminal Blocks
GRD-3625-XF-3G GPrRsRTU ||GRD-3625-XF-3G GPRS RTU
22338838z .228ua72 :EEEE.@.@&;%EE
+ 06 0 &6 O O 0 € € € € | € €« € 0 O O ¢ - O = =
D@ @ ®) () 1909 12 |29 @) @2 @) @ 19 (18) (1) (19) (15 (12) (13
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GRD3534-XF-3G / GRD3534-MQ-3G

Hardware features

SIMs: 1

USB: 1 (For configuration)

"3G" models bands support: GPRS: B2/B5, eGPRS: B8/B3, 3G: B1/B2/B5/B6/B8/B19

"4GA" models bands support (Latin America and Australia): GPRS: B2/B5, eGPRS: B3/B8, 3G:
B1/B2/B5/B8, LTE Cat 1:B1/B2/B3/B4/B5/B7/B8/B28

"4GM" models bands support (Global) : GPRS: B2/B5, eGPRS: B3/B8, 3G:
B1/B2/B4/B5/B6/B8/B19, LTE Cat 1:B1/B2/B3/B4/B5/B7/B8/B12/B13/B18/B19/B20/B25/B26/B28
Serial ports: 2 (Both are RS232 and RS485)

Digital Inputs : 16 voltage activated (8 of them can count pulses of up to 1 Khz)

Analog Inputs: 8 configurable as 0-1V / 0-10V / 4-20mA

Digital Outputs: 8 open collector type

Power supply requirements: 10 to 30 Vdc

Dimensions: 150 x 90 x 65 mm

Operating Temperature: -20°C to +65°C

Data Acquisition

o Physical inputs/outputs

¢ Modbus inputs/outputs (embedded Modbus master)
o Embedded Modbus slave

o Other protocols using script programming (Version 2)

Operating modes:

XF model: Monitoring by WEB page / Database(GPRS datalogger)
MQ model: MQTT client

Monitoring from SCADA

Remote access to serial port

SMS alarms/control

Local control using script programming (timing, logic, math, I/O control)

Server link :

e GSM/GPRS (2G/2.5G/3G / 4G)
o Satellital (with external satellite modem, XF model only)

Wiring
Wiring — Power supply

+10/30 Vdc

=+l =

-0
- U

emvs B
Elilys

A

1

S [ TITIIIIIIILL
| =
2

Wiring — RS232 port — RS485 port

The RS232 ports are of the 5-wire DTE type (TX, RX, RTS, CTS, GND) and has a terminal board for
its connections.

The RS485 ports are of the 2-wire type (TR+ and TR-) and has a terminal board for its connections.

There's no need to configure whether you are going to use the port RS232 or RS485. Just connect the
wires to the corresponding terminals.
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— Terminal Blocks

Wirin

GRD3534 - XF - 3G

GPRS RTU

ansa(2

1010(])
zo10(R)
£01a @
vo1a(R)
S@1a @
9010(R)
LO1a @
so1a(Ry)
nzun.@
ma_—ﬂ.@
o11a(g)
ﬂﬁ_—ﬂ.@
zr1a(y)
ndn@
vT10 @

mdnf%

33@

GRD3534 - XF - 3G

GPRS RTU

QZUH—@
sooa(T)
NSDG
900a(2)
s00a(3)
vo0a(2)
MSD@
Ngﬂ@
100a(2)
DZmuq@
so1v(w)
NB<®
9sorv()
sorv (o)
vorv(=)
£o1v ()
zorv(w)
ro1v(~)
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Signal, SMS, GPRS and MW link Troubleshooting

e The GRD does not respond to SMS messages.
o If “GRD Config” shows a very low signal level “Ex: -113dB” or SIM status shows
“LOW SIGNAL”).
s The GRD has no signal. Verify:
s That the antenna is correctly connected.
s That the GRD is within the coverage area of your cell phone operator.

o The SIM card status indicates failure.
s The GRD is not accepting the SIM.
s |f “GRD Config” shows “PIN Required”: the SIM card has the PIN activated
(security code), configure the PIN.
s |f “GRD Config” shows “Blocked card (PUK)”: the SIM card is blocked by
PUK.

o If there is no indication of error.

s Verify that the SIM card placed in the GRD has credit.

s Verify that the SIM card has a subscription or account that allows to send SMS
messages.

s Corroborate that the phone number you are sending the message to, coincides with
the one on the SIM Card of the GRD.

s Be sure that the message sent is one of the supported ones by the GRD. If the
message begins with a word the GRD cannot interpret, it will not answer. The same
thing happens if the message begins with a space.

e The GPRS connection cannot be established

o Verify the status with “GRD Config” or send a SMS message requesting the connection
status (‘state’ command)

o If the statusshows “ERROR?”. Verify that the configured Operator (GPRS
APN/user/password) corresponds to the one on the SIM Card. (You can verify this value
sending the SMS message ‘list’).

o If the status shows “CONNECTING” for a long time, it simply means there are delays in
the network. Wait until the GRD establishes the connection.

e The MW connection cannot be established.

o The status shows “WAITING FOR GPRS CONNECTION”, the GPRSservice is not
available (or is not correctly configured). It won'’t be able to establish a TCP connection
until a GPRS connection is available..

o The status shows “DISABLED” (the Link LED is off): there is no configured connection
or the GRD is waiting for the next try.

o The status shows “Connecting...” (The Link LED blinks rapidly).

s |f the LED blinks rapidly during several seconds (a minute or more) verify:

s That the equipment to which you are trying to connect is not behind a firewall
which is filtering the connection. Please read the "Windows Firewall" section

= You might not have configured the MW's public IP address and/or forgot to open
the TCP port in you router. Please read the "Port forwarding" section

s That the quality of the GPRS service is acceptable. For example: attempt to
access a page with a web browser of any cell phone having the service
available and verify that it can be done without problems.
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s [f the LED blinks rapidly a few seconds (2 or 3) and then blinks slowly verify:
s That the IP address and port to which the GRD is attempting to connect are the
correct ones.
s That there is no reason why the server is rejecting the connection request (ex.
That is requesting identification or authentication).

o A connection is established and then it closes
s Verify that there is no reason why the server is rejecting the connection request
(ex. That is requesting identification or authentication).

o The connection is established but the communication fails
s [f the Link LED remains constantly on and it does not blink, is indicating that there is
no data reception or transmission. If the Link LED blinks sporadically, it is indicating
that data are being sent and/or received. In any case verify:
s That the established T CP connection was made to the correct IP and port
(through SMS with the ‘state’ command).

For more information on troubleshooting problems please contact support@exemys.com
2015-08-06
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Windows Firewall configuration

The Windows "Firewall" feature is created to protect the computer from hacker atacks. The Middleware
receives incomming T CP/IP connection from the GRD/cLAN and the firewall can block them.

The easiest way to avoid firewall issues is to disable it. But this can be considered unsafe. So we
suggest adding the MW as an exception to allow in coming T CP connections from the GRD/cLAN the

MW to reach it.
Windows XP

e Go to Control Panel -> Windows Firewall -> Exceptions -> Add

™ Windows Firewall

pout thrcagh Wirdows Frewall To find the pod
T chscumartadion for the peogram of sarvice pou

Lize: these selhngs b0 open &
rumber and protocol. consul
el o uses

Hame: Il‘-"llddleware

Port rumber; | 40000

1P Lo

Dhange scope.. | Cancel

AddProgen. | AddPg Delste

| |

Ed.

Ports

]

p

¥ Ditplay & nofification whan \Windows Frewall blocks & program

ok Cﬂ!ﬂdl

Windows 7

Go to Control Panel

In the left pane, click Advanced settings

and then, in the right pane, click New Rule

In the search box, type firewall, and then click Windows Firewall.
In the Windows Firewall with Advanced Security dialog box, in the left pane, click Inbound Rules,

Create a new rule to allow inbound connections to TCP port 40000.

B Pew Ik Fade Wezard W‘
Protocs and Pors !
Sgpact the protesia s pertn 12 whch S i apches
Saapac

e T MEAEEWETY Dot thes e s o TCF o UDPT
& Protocol sncEi0 & TCFP
@ hcten uoe
& Profis

"
aiiaeg Dioes th ke aochy £ ol local ports o soaaic locsl poda T

Al local pots
@ Specilic local podts 0000
Eawcie: 8. £43, 50008010
P | v |
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Port Forwarding

When to consider doing it

The GRD/cLAN performs outgoing T CP connections (client) to reach the MW. You might need open a
TCP port on your router (port forwding) to allow the GRD/cLAN to reach the MW.

A) With GRD. The computer where you are running the MW doesn't have a public IP address, but it's
connected to the internet using a router .

E_.____ GRD
: . Router
P Public [P sdress: 5142117 15
— — Porm J00Y Middleware
r GPRS B Private 1P podeess. 12 1680.108
£ b Podt. 40000
X INTERNET y i
\"‘-.__‘__ ____-"', =
_— %
- B
=

B) With cLAN. If the device is using the Internet to reach then MW, and the computer where you are
running the MW doesn't have a public IP address, but it's connected to the internet using a router .

Router
Pubiic IP address: 5 142 11715
o o i Middleware
H""'"L_' : e i Privane IP Bodress: 192 168:0.109
o] ( INTERNET ) Por 40000
S - i 2%
— == P
;

Getting the public IP address

Most routers will show you their public IP address in theirs web site “status” page. If you can't find it
there you can go to any of these web sites using a browser on any computer connected to that network.
They will show you your network’s public IP address.

http://whatismyipaddress.com/

http://ipaddress.com/

http://www.ip-adress.conV

http://www.myipaddress.conv

http://www.whatsmyip.org/

Getting the MW's private IP address

This procedure may vary a little depending on your Windows version.
In Windows XP, follow these steps:

Open the Control Panel from the Start menu

Open the Network Connections icon

Open the icon representing your PC’s network connection
When you have more than one icon, just pick the main one
In the Status dialog box, click on the Support tab

The Connection Status area lists the IP address.
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- lLocal Area Connection Status

| General Support _

Connection status

::ﬂ Address Tupe: Aszzigned by DHCP
5 P Address: 192.168.0.105 ‘
Subnet M ask: 255 28R 2550 |
Diefault Gateway: 130.39.1931
windows did not detect problems with this
connection. If yau cannot connect, click
Fiepair.

Cloze

In Windows 7, follow these steps:

e Open the Network and Sharing Center window

e On the right side of the window, choose the link Local Area Connection. A dialog box appears, listing
some brief information about the network connection.

e Click the Details button

¢ You find the PC’s IP address listed as IPv4 IP Address in the Network Connection Details dialog
box

In any windows version you can type “ipconfig” on the command prompt and get your computer’s IP
address

e Open the command prompt. The command prompt is usually located within the Accessories folder
e At the "Command Prompt" screen type ipconfig then press Enter
e The IP address should appear along with other LAN details in the readout

H:~>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . -

IP Address. . . . - - -« -« = = - - % 192.168.010%8
Subnet Mask : 3

Default Gateway

é \We suggest using a fixed ip address (Not assigned by DHCP) because you will have to type this
IP address on the router configuration

Configuring Port forwardin

According to the router's manufacturer, port forwarding can also be called “virtual server”, "port openning"
or “NAT”.

We’'ll give you an example here, but if it's not a good guide to configure your router please check your
router’s manual.
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Gaining access to the router

To configure the router you will it's IP address, user name and password.
The router’s IP address is the default gateway IP address.

You can find it while determining the private IP address.

If you don’t have the user name and password of your router try the default ones that you'll find on the
router’s user manual.

Open a browser window and type your router’s IP address. You'll be prompted to enter the user name
and password

=

i

Liser name: Iﬂ admin ;I
Password; | [2enesl

W Remember my passwrd

Lo 4 I Cancel

Openning the port

Once you are logged into the router’s web server you can open the port used by the GRD to access the
MW. The default port is TCP 40000.

Site Map
Wizard Setup
Wizard Setup Advanced Setup
AdiEneed S2un LConnecton Sewp Password Sysem Steuis
— Mediz Bandwidd Mgt LAN DHCP Tahie
Mireless LAN Any IP Tabla
[T — WAN Mireless LAN
== Diagnostc
Dynamic DNS Firmware
Logeut Time snd Dawe
Firawsll

Conrent Filzer

Remare Wanagement
uPnP

Lo

Madiz Bandwidth Mgnt

i

You'll have to configure to
open port TCP 40000 to the MW’s private IP address.

StartPortNo. | End Port Ho. IP Address
1 All ports Allpors 0.0.00
2 40000 | anoon | 192.168.0.108 |
|3 - [ |
1 i |
5

Configuring the GRD/cLAN

Once the MW is ready, configure the public IP address in the cLAN/GRD configuration
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“i GRD Config
Fio  Software Configuration  Commurication  Tooks Help

COMMECTION CLOSED

MW connection configuration
wr Description
7 ] Enabied

¥ G5M/GPRS

= RO D 1
& M GRDPassword:  passw
% serial Port
_-— LR 1P FumL: 5121718
!
1] m: Port: 0000
& Inputs/Outpuls

e —
20 Channels

-
[ svs

Dynamic public IP address and Dynamic DNS services (DDNS

The MW'’s IP public address should be a fixed IP address in order to allow the GRD/cLAN to maintain
the link with the MW.

If you don’t have a public fixed IP address you can still use the GRD/cLAN and the MW in your network,
but you must notice that the GRD/cLAN will loose the link to the MW as soon as the public IP changes.

You can configure the GRD to access a new IP address by SMS as described in the GRD’s user
manual in section “SMS alarms and configuration / SMS - Monitoring and Configuration”

To have a permanent solution to this issue you can use any Dynamic DNS provider (DDNS). Here’s a
list with some of them:

www.Dyndns.com
www.No-ip.com

www.zoneedit.com/dynamicDNS.html

Once you link your public IP address with a URL using one of these DDNS providers, the GRD/cLAN
will re establish the link to the MW in a few minutes every time the public IP address changes. You must
then configure the URL instead of the public IP address on the GRD/cLAN.

4 GRD Config
Fip Software Configuration  Comesurication  Tooks. Help

COMMEC TION CLOSED

Fr s [#] Enabled
4 GSM/GPRS
- GRD Iy 1

W ' GRD Password e
3 serial Port
- VWA P fuee: Yo oompanyodng. om
!
bl M:L Port: Ta0om
= Irgacals, Dealpedl s

T
2C  Channels

 —
[y svs
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SSL Certificates generation and instalation

After installing MW 6.0.0 you will find default certicates already create. Anyway, it's suggested to create
your own certificates.

They will be used to encrypt the link between the GRCconfig software and the MW (for remote

configuration) and to encrypt the link betweer GRD-XF-4G or cLAN-XF (firmware 3.2 or higher) and the
MW.

Software for certicate generation
Download and install the KeyStore Explorer software (https://keystore-explorer.org/)

Certificate generation

Open the software and clic “Create a new KeyStore”
Quick
LIy i

Create a Ope
new KeyStore existing

Select JKS

Mew KeyStore Type *

Select the type of the new KeyStore:
() PKCS #12

() JCEKS

® Ks

() BKS-V1 E?

() BKS

() UBER

() BCFKS

Cares

After pressing OK right click and select “Generate Key Pair”

'fi Generate Key Pair L\\y‘ Ctrl+G
Generate Secret Key Ctrl+Alt+G

ﬁ Import Trusted Certificate Ctrl+T

L Import Key Pair Ctrl+K

w1 Set KeyStore Password Ctrl+P

® Change KeyStore Type >

@ KeyStore Properties Alt+Intro

...with this options
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Generate Key Pair

Algorithm Selection

(@) RSa Key Size: 2.048 %
() DsA Key Size: 2,048 3
(OEC Set: | ANSI X9.62

Mamed Curve: |[c2tnb191vi

After pressing OK type your certificate data and expiration date.

Generate Key Pair Certificate X
Version: (_) Version 1 (@) Version 3
Signature Algorithm: | SHA-256 with RSA p
Validity Start: | 16/06/2021 14:37:43 ART
validity Period: 10} |Year(s)
Validity End: | 16/06/2031 14:37:43 ART
Serial Number: | 1623865063
MName: Eﬁ 4
Add Extensions
Cancel
Click the "book icon con complete the certicate information.
Add Extensio
MName
Common Mame (CM): w | | Juan + -
Organization Unit (OU):  «-  |Exemys + -
Organization Mame (Q): - |Exemys + -
Locality Mame (L): «w | |Paternal + -
State Mame (ST): w | |Capital + -
Country {C): w | AR + -
Reset
==

It must look like this after filling the information.
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Version:

Signature Algorithm:

Validity Start:

Validity Period:

Validity End:

Serial Number:

Mame:

Generate Key Pair Certificate

() version 1 (@) Version 3

SHA-256 with RSA

kv

16/06{2021 14:37:43 ART
10 - |Year(s) - Apply
16/06{2031 14:37:43 ART

1623865063

CMN=Juan,0U=Exemys,0=Exemys,L =Paternal, 5T

Add Extensions

QK

Cancel

You will be asked for an Alias and a password. This password will be requiered for future changes.

Once the key store is created you must extract the certificate and the key.

Right click and select

Haha clic derecho sobre lo creado “Export Certificate Chain”

W ) Ly vame MU RSy OIS LS UG Lap Last riuimney
[ 97 | o | = [exemys LA 15 1 14:37:43 ART [16/06/2021 14:45
—, View Details
& Cut Ctrl+X
9 Copy Ctrl+C
2 Export * ' Export Key Pair
| Generate CSR i Export Certificate Chain l}
= Import CA Reply * % Export Private Key
= Edit Certificate Chain * % Export Public Key
w  Sign ¥
Save it following this options and press "Export"
Export Certificate Chain from entry 'exemys’ *
Exportlength: (@ H v (O) Entire Chain
Export Format: (@) X.509 () PKCS #7 (JPKIPath () SPC
PEM:
Export File: | C:\Users\EXEMYS\Documents yexemys. cer Browse

Right click again but now select “Export Private Key”
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mw E

T/ @ |E| Entry Name Algorithm Key Size

T —

Certificate Expiry Last Modified
5/06/2031 14:37:43 ART |16/06/2021 14:4

—,  View Details e
# Cut Ctrl+X
g Copy Ctrl+C
i Export * 7 ExportKey Pair
L Generate CSR # Export Certificate Chain
* Import CA Reply * '/  Export Private Key
=5 Edit Certificate Chain 1 % Export Public Key
&  Sign ¥
Export Private Key Type H
() OpenssL t}
cores
Save it following this options and press "Export"
Export Private Key as PKCS #8 from KeyStore Entry 'exemys’ *
Encrypt: [ ]
Encryption Algorithm: |PBE with SHA-1 and 2 key DESede
Encryption Password:
Confirm Password:
PEM: [~]
Export File: C:‘l,l_lsers'uE){EMYS‘lDocumentsiexemys.key| Browse
Export Cancel

Cetrtificate installation

Copy the two generted files (.cer and .key) in the "lib" folder
C:\Program Files (x86)\Exemys\MW XF\lib

C:\Program Files (x36)\Exernys\MW XP\lib

2 Config

DerbyDB
Log
5] exernys.cer
|j exemys.key
: o+ |_'| logging.properties

iido

tos &

With the MW stoppped go to the section "Configuration" < "SSL cerfificates"
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B2 MW-XF Administrator

e

Start | L

,] Monitor Help

Advanced

GRDs

r'GRY slave - Modbus Serial

User - Transparent Serial Port

Remote config access
l<
" | Database

r Transparent Serial Server

& port: [ #1000

— hod

e

r Modbus Server

& port 502

Server Mode: [MBRTU ||
Num. Ports: I 1 E

IP/URL: localhost

| Port: s0a2

Finally configure the path for both files.

ﬁ S5L certificates

r Choose the cerificates paths

ot IC:\PrD gram Files (x86)\Exemys\WW XPilic\grd_tls.cer

key |C:\Prugram Files (%86 NExemys\MW XPilio\grd_tls. key

X

‘ [l save H X Cancel ‘

2022-03-18
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